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EXECUTIVE SUMMARY

Deliverable 5.1 presents the outcomes of Task 5.1 titled “ICT Requirements in the EV Value
Chain” as part of Work Package 5 of the AHEAD project. The task was to: 1) develop a
comprehensive map of the existing ICT infrastructure throughout the entire EV value chain,
encompassing communication protocols, hardware, software, and systems integration from
grid to end-user charging; 2) develop a thorough analysis and overview of the IT security
measures for ICT e-mobility platforms that need to be implemented to safeguard against
unforeseen intrusions, ensure data loss protection, address zero-day vulnerabilities, establish
management processes, and fulfil training requirements for employees, who must be prepared

for unexpected events.

When looking at the e-mobility ecosystem from the ICT requirements point of view, there are
two kinds of knowledge that need to be merged to create strong security in the e-mobility
system: the electrical and the IT fields. The electrical field covers physical hardware and
energy systems, while the IT field focuses on software, data management, and connectivity.
These two perspectives are interconnected and essential for creating a comprehensive e-

mobility platform.

To effectively map the existing ICT infrastructure of the EV value chain, we structured our
approach into two phases. First, we focused on knowledge based on a literature review, which
is carried out in three major steps. First, we focus on determining all the stakeholders involved.
This is important to understand all possible entities that can play a role in the data exchanges
in the ecosystem. The second step is to determine the physical interactions, focusing on the
electricity flows. Third, we investigate the details of the IT infrastructure, covering the
backends of the systems, networking and connectivity solutions, data, and frontend interfaces,
while taking into account the different stakeholders and physical infrastructures determined in
the previous steps. These three steps enable us to create a comprehensive map of the entire
system, with interconnected stakeholders both in the physical and data spaces, including the
standards and protocols between the interconnections. This methodology is applied not only
to the base charging scenario, but also extended to ongoing and future developments, such

as smart charging and Vehicle-to-Everything (V2X) charging.

The second major phase is to understand ongoing procedures, stakeholders’ challenges,
limitations, and concerns that cannot be captured by literature. This is achieved by collecting
insights from various stakeholders involved in the AHEAD project. A key aspect is that the
project covers partners who represent various segments of e-mobility stakeholders identified

in the initial phase, enabling us to address outcomes across multiple levels and domains of
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the e-mobility ecosystem. Information is first collected through contributions from partners
based on their expertise, and subsequently through a structured questionnaire. Major findings

indicate that:

- Stakeholders in the e-mobility ecosystem are actively engaged in cybersecurity. The
majority is actively adhering to established standards like ISO/IEC 27001 and is
implementing security measures such as firewalls, VPNs, and multi-factor
authentication (MFA).

- The depth of security training, practices, and supplies assessments varies

significantly across segment and company size.

- Companies plan to increase investments in cybersecurity, particularly in cloud security
and emerging technologies like zero-trust architecture and Al tools. There is a general
recognition of the need for enhanced standardization, especially as custom

communication protocols introduce new security risks.

- Suggested recommendations to strengthen cybersecurity within the e-mobility
ecosystem include enhancing IT security measures and promoting employee
awareness. Additionally, specific actions for the major segments of the e-mobility
ecosystem - utility companies, EVSE manufacturers, charging operators, government,

and EV owners — are provided in the document.

The findings indicate that the e-mobility ecosystem still has various unresolved issues
concerning cybersecurity and, in some areas, more than others, there are no well-defined
standards and protocols. This results on significant potential for cybersecurity threats,
therefore this deliverable initiate also two key areas that will be further developed throughout
the AHEAD project threat modelling and case field testing. The initial area focuses on threat
modelling, where we present a preliminary overview of various threat modelling approaches,
along with their respective benefits and drawbacks. Together with the second area of case
field testing, the threat modelling will support the development of recommendations and
guidelines for employees, considering the insights and initial findings documented in this
deliverable. This aspect will be examined in greater detail throughout the project, including
practical assessments on the e-mobility ecosystem. Threat modelling is instead the primary
focus of Task 5.2, where we are currently investigating potential threats based on the mapping

of the ICT infrastructure derived in this deliverable.
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1.INTRODUCTION

The electric vehicle (EV) charging process consists of three main steps: physical connection,

authentication, and payment flow.

First, the driver physically connects the vehicle to the charging station by plugging in the cable.
A secure connection needs to be established, and in some cases, there is also a locking
mechanism to ensure that the cable remains in place during charging. Thus, for a secure
connection, once the vehicle is connected the authentication process begins. The driver
verifies their identity using an RFID card, a mobile app, Plug & Charge technology, etc. The
charging station communicates with the backend system to confirm user credentials and

check for available power and charging permissions.

After authentication, the payment flow is initiated. The charging session starts, with energy
consumption tracked according to the applicable pricing model, whether per kilowatt-hour,
time-based, or subscription-based. When the session ends, the driver receives a digital
receipt, and the payment is processed, completing the charging process smoothly and

securely.

To finalize all these steps, numerous players are involved, and continuous extensive
exchanges of information occur, leading to significant cybersecurity challenges. These include
potential vulnerabilities in communication protocols, risks of data breaches, and threats to the

stability of the power grid.

Figure 1 provides a short overview of the major steps of a charging process.

The forthcoming chapter focuses on the IT infrastructure of the e-mobility platform to address
all possible points of attack. The aim is to create a detailed mapping of the ecosystem, from
the EV to the grid, which will serve as a basis for broadening the previously mentioned list and
recognizing a significant number of potential vulnerabilities within the system, including smart

charging and V2X interactions during the next phases of the project.

The expanded communication channels and interfaces between the car and external systems
create greater opportunities for potential misuse or exploitation of these connections. Beneath
the surface of plugging in an EV to the chargers, there are many hidden checks and
exchanges of data that ensure the process is secure and efficient, multiple security protocols
are continuously monitoring the charging process and while all checks happen automatically,

users typically do not see these crucial steps.
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Figure 1 — Overview of main steps of charging process from plug in to unplug steps.

With smart charging and Vehicle-to-everything (V2X) technology, the complexity of these
processes increases. By definition, smart charging allows for dynamic adjustments of charging
power based on factors like electricity demand, grid stability, pricing, etc., requiring more
frequent exchanges of information between the vehicle, the charger, and the grid. Vehicle-to-
grid (V2G) enables bidirectional power flow between the vehicle and the grid, meaning that
the EV battery can send energy back to the grid. This introduces an additional layer of data

exchange to manage and ensure a balanced, secure, and efficient system.

This document is part of the Task 5.1 entitled “ICT Requirements in the EV Value Chain,” of
the AHEAD project and it aims to provide an analysis and overview of the IT security
requirements for ICT e-mobility platforms. The document outlines the methodology employed
for mapping the existing ICT infrastructure. The final mapping encompasses stakeholders,
physical infrastructure, protocols, and standards. Drawing on information supplied by various
partners, this deliverable also offers an overview of the current cybersecurity policies and
procedures, along with future considerations regarding potential cyber threats and concerns

that organizations are currently facing or may encounter.
The remainder of the document is divided into 6 major chapters:

1. The second chapter presents an overview of the e-mobility platform. This is divided
into 3 macro areas: An overview of the stakeholders involved in the e-mobility
ecosystem is investigated and provided including a description of their roles, the

physical infrastructure from the grid to the EV user, and the IT infrastructure.
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2. The third chapter provides an overview of the IT infrastructure, including the backend
system, data and network needs, as well as security, compliance and communication.
The chapter provides an overview of the standards and protocols for the different
communications between stakeholders and summarize the entire EV ecosystem with

the final mapping of the ICT infrastructure in e-mobility.

3. The fourth chapter presents ongoing procedures, practices, and future expectations
collected through a questionnaire from a large part of the companies involved in the
project and representing four major areas of the e-mobility ecosystem: Grid operation,
Charging infrastructure operation, EVSE manufacturing, and service providers. The
chapter details the methodology used for data collection and highlights the main

findings.

4. The fifth chapter summarizes the key requirements, recommendations, and guidelines
identified during this preliminary study within the different segments identified, i.e.,
utility companies, EVSE manufacturers, charging operators, government, and EV
owners. Additionally, it outlines how employees can be supported in managing

unforeseen challenges and maintaining secure system operations.

5. The sixth chapter provides an overview of threat modelling procedures, including
advantages and disadvantages of different methodologies, serving as a starting point

for the subsequent analysis in Task 5.2.

Finally, chapter seven summarizes the major results and closes the first analysis of the

AHEAD project on cybersecurity ICT infrastructure mapping.
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2.E-MOBILITY ECOSYSTEM

2.1. Cyber-Physical-Social system overview

E-mobility refers to the use of electric vehicles (EVs) and related technologies to replace
traditional internal combustion engine vehicles, aiming to reduce carbon emissions and
dependence on fossil fuels. It encompasses a wide range of electric transportation solutions,
including electric passenger cars, buses, trucks, bikes, scooters, vessels, and the
infrastructure that supports them. E-mobility integrates advanced technologies such as battery
management systems, charging networks, and smart grids to optimize energy use, improve
vehicle performance, and enhance user experience, however always keeping in mind that the
prime reason of vehicles is transportation. Per se, e-mobility includes a lot of data exchanges.
When smart charging, vehicle-to-grid (V2G), and other technologies are introduced, the

amount of data exchange increases significantly.

As proposed in [1], the e-mobility ecosystem can be seen as a multi-layer Cyber-Physical-
Social system, whose architecture is needed to safeguard the security of the overall system.
The physical layer includes the power system with electrical grid components and
transportation, with EVs and chargers. The cyber layer is generally responsible for data
sensing, resource management, and computing services, and specifically in the e-mobility
platform it includes a big part of data collection and transmission. Lastly, the social layer
oversees the human relations including policy, legislative, and governance layer, business

layer and market and pricing layers.

This work mainly tackles the Cyber-Physical layers of the e-mobility ecosystem. Regarding
the Social layer, this study only identifies the major stakeholders, their relations, and the
information exchanged. Correlated business, market, and pricing layers are out of the scope

of this work.

The chapter focuses on the entities involved in the EV ecosystem, the physical infrastructure,
and the IT infrastructure, including the engine (backend systems), security, protocols, and

standards currently available.
A closer look at smart charging and vehicle-to-grid (V2G)

Smart charging is the tool we can use to harvest the charging flexibility for several different

purposes [2]. It involves using intelligent systems to optimize when and how EVs are

charged. By considering external inputs such as grid demand, energy prices, and vehicle
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usage patterns, smart charging can help minimize costs, reduce grid congestion, and

maximize the use of renewable energy.

V2G technology allows EVs not only to draw power from the grid but also feed electricity
back into it, creating a two-way energy flow. This transforms EVs into mobile energy storage
units, unlocking new opportunities beyond smart charging, such as allowing consumers to
sell excess energy back to the grid. V2G is a part of the vehicle-to-everything (V2X)
technology which allows EVs to share energy with multiple systems: vehicle-to-home (V2H),
vehicle-to-building (V2B), vehicle-to-load (V2L).

2.2. Stakeholders

The EV charging business ecosystem consists of various entities that interact to support the
production, operation, management, and adoption of EVs. Each entity plays a distinct role

within the ecosystem and all identified entities are here presented [3], [4]:

1. Car manufacturers: Entities that produce EVs, not only passenger cars, but also

buses, trucks, two-wheelers, and other modes of transportation.

a. Original Equipment Manufacturers (OEMs): Produce parts and equipment of

the EVs. Example: Nissan, BYD, General Motors, Volkswagen, Tesla, Polestar.

b. Battery manufacturers: Produce batteries, in this specific context for EVs, and

they often collaborate with OEMs. Example: CATL, LG Chem, Panasonic.

2. Charging Infrastructure owners and providers: Entities responsible for building and

managing charging networks, which include the following roles:

a. Charging station owners (CSOs): The owner of the chargers in the network.
They choose to operate the network themselves or pay a charge point operator

for it.

b. Charge Point Operators (CPOs): CPOs install and operate charging stations.
They can own the infrastructure themselves or do the installation and operation
on behalf of the owner. CPOs can build their own software to operate the
network or licence the software from charge point management system

providers. Examples: PowerGo, LOOAD.
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c. Charge Point Management System Provider (CPMS): CPMS providers provide
the software for operation of charging networks. When necessary CPMS

providers can also behave like CPOs. Example: Spirii.

d. E-mobility provider (EMP): A service provider that offers EV drivers access to

charging stations through a mobile app, RFID cards, or other interfaces

How to differentiate between CPO, CPMS, and EMP:

A CPO is responsible for the operation of charging stations, including installation,

maintenance, and ensuring their availability. If the CPO also develops or owns the

software system (CPMS) to manage their charging stations, the two roles overlap.

When CPMS and EMP are covered by the same entity, the single company acts as
both the backend operator of charging stations (CPMS) and the provider of
customer-facing services for EV drivers (EMP).

In some cases, the three roles — CPO, CPMS, EMP — can also all be part of the same

entity.

e. Hardware manufacturers: Entity developing EVSE, often simply called
charging stations. Example: Amina, Zaptec, ABB, Siemens, Schneider Electric,

Alpitronic, Kempower.
3. Fleet Operators: Operate large-scale fleets of vehicles for transportation and logistics.

a. Passenger Fleet Operators: Manage fleets of vehicles for transporting
passengers on demand, e.g., ride-hailing and taxi services. Example: Uber,
Lyft.

b. Commercial Fleet Operators: Manage logistics, delivery, and public transit

services. Example: Amazon, FedEx, DHL.

4. Technology Providers: Deliver software and/or hardware solutions that enable some

components of the e-mobility ecosystem.

a. Telematics providers: Offer technology solutions that combine
telecommunications and monitoring systems to enable vehicle tracking,

diagnostics, and fleet management. Example: Geotab, Verizon Connect.
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b. loT solution providers: Integrate |oT sensors and platforms for enabling data
exchange and remote monitoring, for example used for smart charging and

vehicle monitoring. Example: Siemens, Bosch.

c. Platform developers: Offer mobility-as-a-service and fleet management

software. Example: Optibus, Ridecell.

d. Network providers: Companies offering the connectivity solutions used in EV
chargers to connect with CPMS. Onomondo and Vodafone are examples of
cellular network providers widely used for EV charger connectivity. Connectivity

methods will be further detailed in Section 3.2.

e. Battery Management System (BMS) Providers: Ensure battery health and

optimize charging cycles.

f. Payment Service Providers (PSP): Company that facilitates online and offline
payment transactions for businesses and individuals. They are crucial to
facilitate financial transactions related to EV charging services and they ensure
payment between EV users, charging station operators, and other

stakeholders. Example: PayPal, Stripe.

g. Cloud platform provider: Entity offering cloud-based services such as storage,
computing power, networking, and applications over the internet. All these
services allow businesses and individuals to access and manage IT resources
without the need for owning physical hardware, which can be costly and
complex to maintain. Example: Amazon Web Services (AWS), Microsoft Azure,

Google Cloud Platform.

h. Roaming providers: Company that facilitates access to multiple EV charging
networks, enabling EV drivers to charge their vehicles at various charging
stations — across different networks and geographic regions. A roaming hub
aggregates CPOs and EMPs in one place facilitating communication between
the two sides of roaming. Example: Hubject, GIREVE. Additional information

about roaming is provided in Section 3.3.

5. Energy providers and grid operators: Manage the energy supply and grid

integration of electrical components.

a. Energy utilities: They are companies aligned with distribution facilities for

delivery of electric energy for use primarily by the public. In the e-mobility
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system they supply electricity to charging stations. Example: E.ON, EDF,
National Grid.

b. Grid operators: Transmission System Operators (TSOs) and Distribution
System Operators (DSOs) own the — transmission and distribution - electrical
grid and are responsible for ensuring grid stability and handle energy
distribution. Example: In Denmark Energinet (TSO) and Radius (DSO).

c. Renewable energy (RES) providers: Energy providers in general purchase
electricity and sell it to the consumers, without owning the grid or the generation
facilities. When considering RES providers, the electricity comes from

renewable sources. Example: Qrsted.

d. Balance Responsible Party (BRP): BRPs are entities tasked with managing the
imbalances within its portfolio of production and consumption units and
engaging in the trading of physical power. BRPs are financially responsible for
imbalances and deviations between the planned and the actual production,
consumption, and trade of power [5]. Example: Energi Danmark, Hybrid

Greentech.

e. Balance Service Provider (BSP): A BSP is a company that can deliver ancillary
services with limited energy capacity. In Denmark, a BSP can access different
ancillary services markets, and can deliver these services if the technical and

legal requirements are met [5].

f. Aggregators: An aggregator is a person, company, or technology that gathers
(or aggregates) related products. Within e-mobility aggregators combine the
demand or generation capacity from multiple smaller energy consumers or
producers and manages their participation in the energy market. They act as
an intermediary between the smaller entities and the grid or market, offering
them the opportunity to participate in wholesale energy markets or balancing

services [5].

6. Policy and Regulatory Bodies: Shape the legal and regulatory framework for EV

adoption.

a. Government agencies set emissions targets, incentives, and subsidies for EV
buyers and manufacturers. They can be over-national like the European

Commission.
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b. Standards Organizations: Develop interoperability and safety standards.

C.

Different organizations have different purpose, scope, and focus areas within
standardization. They provide different standards, with the ones relevant for e-

mobility presented in Section 3.3. Here an overview of the major organizations:

The IEC [6] (International Electrotechnical Commission) is a formal
standardization body with a global reach, which develops and
publishes international standards for electrical tech. Major focus is on
technologies like power generation, electronics, RES, smart grids,
and EVs.

The ISO [7] (International Organization for Standardization) is also a
formal standardization body that creates international standards
across a broad range of industries, including technology,
manufacturing, health, safety, and environment with a broader scope
than the IEC.

The SAE international [8] (Society for Automotive Engineers) is an
organization that works with standards on automotive and aerospace
industries, complementing the work of ISO and IEC organizations. It

is globally recognized and mainly used in North America.

The OCA [9] (Open Charge Alliance) is an alliance focusing on open-
source protocols for EV charging infrastructure. This alliance
produces the OCPP and OCSP, protocols further discussed in the

following section.

The IEEE [10] (Institute of Electrical and Electronics Engineers) is a
global organization focused on technologies in various fields of

engineering and technology.

Municipal authorities are responsible for managing urban planning including

EV infrastructure with public charging locations.

7. EV Users: The beneficiaries of the EV ecosystem that can be distinguished into:

a.

Individual consumers, who purchase EVs for personal use and can use both

public and home charging infrastructure.

Business users, who utilize EV fleets for business operations, delivery, and
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Besides the entities above, which have a direct impact on the e-mobility ecosystem, there
are a few additional players with another level and direction of influence:

1. Financial and investment entities, such as banks and financial institutions, insurance

providers.

2. Research and development (R&D) entities working within the EV technologies field,

such as, universities and research institutes, private R&D centers.
3. Industry alliances, consultancy, and advisory firms.

A collaboration among all stakeholders is essential to address challenges like infrastructure
scalability, interoperability, and user adoption, ultimately driving the global transition to the
electrification of the transport system. Figure 2 provides an overview of the entities described
above, illustrating their layers based on visibility, with the more apparent and widely observed

elements at the top and the less visible aspects positioned below.
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Figure 2 — Overview of stakeholders in the e-mobility platform.
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While all roles are contributing to the growth of the e-mobility sector, each entity also has an
important role in ensuring the safety and integrity of the system. For this reason, to map the
e-mobility platform with the current ICT infrastructure the key flow of information needs to be
identified. This is further investigated in the following chapters with a focus on the physical

and IT infrastructures.

2.3. Physical Infrastructure
2.3.1. Major components

The physical infrastructure of e-mobility includes components necessary for EV charging,

which are here provided in Figure 3 and presented:

Datacentres, servers & networking equipment

1 |
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Figure 3 — Map of e-mobility physical infrastructure.

1. Electrical grid connection including all the necessary infrastructure - substations,
ramp-up/down transformers, power lines, circuit breakers, cooling systems, etc. - that

supply electricity to the EVSE.
2. Local components:

a. Buildings (work/home): Structures housing or supporting charging facilities.

The grid connection of the entire building can be shared with the EVSEs.

b. Battery Energy Storage Systems (BESS): Stationary battery systems that
store excess energy, support grid balancing, etc. BESSs can also be utilized

to support the grid connection of EVSE, as for example when there is not
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enough grid capacity in a location, the BESS can be used as a buffer for the

EVSE charging power.

c. Renewable Energy Sources (RES): Such as wind turbines or solar
photovoltaic systems, to supply local sustainable power through the EVSE.

RES are often connected in combination with a BESS.

3. Electric vehicle supply equipment (EVSE), for simplicity often called charging
infrastructure, includes all components necessary for enabling energy replenishment
for EVs. This can be through AC, DC, or wireless charging technology, and, depending

on the location, the infrastructure is classified as:
a. Home chargers, mainly AC chargers

b. Public charging stations, accessible points in urban areas, highways, or parking
lots for on-the-go charging. This is a mixture of AC and DC chargers, where
AC are mostly used in urban areas, whereas DC in highways and parking lots
for on-the-go charging. Fast charging stations, with DC chargers providing
rapid replenishment, are typically used for commercial fleets and long-distance

travel.

c. Workplace chargers installed at offices for employees or visitors, AC

technology is usually utilized.

d. Wireless charging pads are the inductive charging systems, used less but

gradually entering the market.

e. Megawatt charging system [11] dedicated to vehicles with huge battery packs
and ability to accept a > 1MW charge rate. Solution focused on HDVs, aircraft,

vessels.

4. Electric vehicles (EVs) are battery powered vehicles like passenger cars, bikes,
scooters, heavy duty vehicles (HDV) including buses and trucks, and vessels, which

need to be recharged through a dedicated charging infrastructure.

5. Although they are often harder to visualize since they are not typically associated with
physical infrastructure, data centers, servers, and networking equipment are
essential physical components required to operate the entire e-mobility platform. The
first ones are necessary for housing servers, storage systems, networking hardware,

and other IT components. Servers and networking equipment, like routers, switches,
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modems, and firewalls, are physical hardware components that create the foundation

for connectivity.

2.3.2. Smart charging - unidirectionality

When speaking about smart charging, EVSEs can be considered smart chargers when they
include intelligent features for optimizing charging depending on user, grid, or other external
variables and needs. As by definition in [2], a smart charger is an EVSE with additional
communication modules that can interface with an external control signal and is able to change
the control pilot duty cycle, allowing to shift the charging session starting time and modulate

the instantaneous power absorbed during the process.

To enable smart charging features, the smart charger needs to include both additional
hardware and software components. Regarding the hardware, a smart meter needs to be
present: A smart meter is an advanced metering device that measures electricity usage and
communicates with the grid utility or with the CPO through the CPMS, which are used to
control and schedule the operations [12]. The CPMS processes the data and does the
necessary communication - including the software components for the smart charging

functionalities - with engaged stakeholders.

2.3.3. V2X - bidirectionality

To enable V2X (bidirectional charging), additional physical upgrades are necessary [13]: First,
standard EVSE are designed for unidirectional power flow, so bidirectional chargers need to
support power flow in both directions, in both cases with off-board (DC chargers) and on-board
charging (AC chargers, where the conversion AC to DC is happening in the car [14]),
bidirectional inverters are required [15]. It is worth mentioning that the term “V2X” in the
literature is often used in a broader context, including all interactions that the vehicle may have
with external components, e.g., vehicle-to-vehicle, vehicle-to-cloud. Given the limited
development of this technology and the deliverable emphasis on integrating vehicles into the
electrical grid, the focus will primarily remain on the electrical definition of V2X as bidirectional

charging, with only a few references to the broader context.
24. IT security

2.4.1. CIA framework

Information technology security, also known as IT security, is the practice of protecting digital
information from unauthorized access, use, sharing, changing or destruction [16]. It involves
strategies, technologies, and policies designed to safeguard data, systems, and networks from

cyber threats such as hacking, malware, and data breaches.
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A fundamental framework for IT security is named CIA [16], which consists of three key
principles:

e Confidentiality ensures that sensitive information is accessible only to authorized
individuals, preventing unauthorized access or leaks.

e Integrity maintains the accuracy and reliability of data by preventing unauthorized
changes, corruption, or tampering.

o Availability guarantees that information and systems remain accessible to authorized
users when needed, preventing downtime or data loss due to hardware failure,
cyberattacks, or other disruptions.

IT security is a combination of various tools, protocols, and best practices, such as encryption,
firewalls, multi-factor authentication, and regular security audits, which play a critical role in

protecting the e-mobility ecosystem from cyber threats.
2.4.2. IT in e-mobility: An overview

As EVs continue to advance, their reliance on digital technologies introduces new
cybersecurity challenges that go beyond traditional IT security concerns [17]. While IT security
focuses on protecting computer systems, networks, and data, cybersecurity must also
safeguard a complex ecosystem where physical components, digital systems, and

infrastructure are deeply interconnected.

The large number of interconnections have made security a critical aspect of the e-mobility
ecosystem. The continuous rise of these technologies and different manufacturers, has led to
a lack of standardization [17], resulting in vulnerabilities and making it harder to implement
uniform security measures. Cyber threats targeting EVs can have serious consequences.
Some examples are unauthorized access to vehicles, data breaches, financial fraud, and even
disruptions to power infrastructure. Additionally, as e-mobility becomes more integrated with
the electrical grid and autonomous solutions, their security must be considered at every level,

from software and communication protocols to charging infrastructure and user privacy.

Unlike conventional IT systems, e-mobility cybersecurity must account for both cyber and
physical vulnerabilities [18]. Attackers can exploit weaknesses in vehicle communication
networks, battery management systems, or charging stations, leading to operational failures
or safety risks. The increasing use of mobile applications for remote vehicle control and data
access further expands the attack surface, requiring robust security measures to protect users

and prevent unauthorized manipulation of critical functions.
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2.4.3. The need for robust cybersecurity

The need for robust cybersecurity measures becomes even more evident when analysing the
vulnerabilities that represent significant threats to EVs and their charging infrastructure. Unlike
conventional IT systems, where threats primarily target data and software, e-mobility security
must account for vulnerabilities at multiple levels, ranging from digital communication
protocols to physical hardware, user- and grid- related risks. The interconnected nature of the
e-mobility stakeholders and physical infrastructures creates numerous entry points for
potential attacks, making it crucial to identify and address the most critical weaknesses. Some
of the potential attack surfaces are here highlighted based on literature review:

— Physical entry points to EV charging stations: Since many charging stations are placed
in public areas with minimal oversight, they are susceptible to direct tampering.
Exposed hardware components, such as USB, serial, and Ethernet ports, can serve
as entry points for attackers to install malware, steal power, or disable the system [17],
[18]. Additionally, maintenance interfaces, whether accessed via wired connections or
wireless channels such as Bluetooth and Wi-Fi introduce further security risks if not
properly considered [19]. Additionally, the physical manipulation of charging
equipment can not only disrupt service but also pose safety hazards to users and the
power grid.

— User-related security risks, or social attack vectors: Many cybersecurity breaches arise
from weak authentication practices [20] or unintentional user errors. For example,
weak login credentials can be exploited to gain unauthorized access to EVSEs.
Furthermore, to enable charging some e-mobility stakeholders need to process
sensitive user data, including payment details, charging history, and location tracking
[21], [17]. Therefore, if the e-mobility ecosystem lacks strong encryption and access
controls, it becomes prime target for data theft, identity fraud, and privacy violations.

— Communication channels and protocols facilitate interactions between vehicles,
charging infrastructure, and grid operators; however, many of the protocols lack
adequate security measures. For instance, the widely used Open Charge Point
Protocol (OCPP) with the underlying transport method, often transmits data in plain
text, making it susceptible to interception and manipulation [17], [19]. Similarly, V2X
communication introduces unique risks, as attackers can potentially exploit weak
encryption to disrupt network operations, manipulate charging transactions, or even
interfere with grid stability [17]. Secure authentication and encryption mechanisms are
necessary to protect these critical communication pathways.

— Cyber entry points within the e-mobility ecosystem through mobile apps and cloud-

based services: E-mobility mobile apps can suffer from security vulnerabilities [20]
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such as inadequate encryption, backdoors, or excessive data permissions. Both apps
and platforms are attractive targets for cybercriminals, as gaining access to these
servers could enable large-scale data breaches, fraudulent transactions, or even
remote control over charging infrastructure.
The forthcoming chapter focuses on the IT infrastructure of the e-mobility platform to address
all possible points of attack. The aim is to create a detailed mapping of the ecosystem, from
the EV to the grid, which will serve as a basis for broadening the previously mentioned list and
recognizing all potential vulnerabilities within the system, including smart charging and V2X

interactions during the next phases of the project.
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3.IT INFRASTRUCTURE IN E-MOBILITY

3.1. Overview

The IT infrastructure of e-mobility is the digital backbone that supports the functionality,
scalability, and efficiency of the platform, combining all components that are needed for the

operation and management of EV charging. The major identified IT infrastructure components

can be summarized as in Figure 4.

Backend systems

eData management

*Business logic

eIntegration with external service
eAuthentication and authorization
eCommunication with frontend

Data

eCollection
eTransmission
eProcessing
eAnonymization

Networking and

connectivity

eBetween EV and charging stations

eBetween charging station and
electrical grid

eBetween charging station and
backend system

Frontend interfaces
eCharger interfaces

*Mobile applications

*\Web portals

eCustomer support tools

eAccess control
eStorage

Figure 4 — Overview of IT infrastructure components.
- Backend system: The backend system is the “behind-the-scenes” engine that
supports functionality, communication, and makes possible user experiences. Key

features of backend systems are:

o Data management: Storing, retrieving, and processing data, ensuring data

integrity and consistency across the system.

o Business logic: The core functionality of the application, defining how data is

processed and how operations and workflows work.

o Integration with external services, often through Application Programming

Interfaces (APIs), necessary for enabling specific functionalities.
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o Authentication and authorization, used to ensure that users are who they claim
to be (authentication) and that they have permission to access certain

information and perform specific actions (authorization).

o Communication with frontend, necessary to ensure the correct functioning of

the user interface.

o Scalability and performance, necessary features of the backend system, which
needs to handle increased loads and user demands without compromising

performance.

o Security, measures and protocols necessary to protect the servers and data

from unauthorized access, data breaches, and other cyber threats.

Additionally, when smart charging and V2X are considered, the backend system
exchanges real-time data, when necessary, and optimize charging with different

algorithms.

- Networking and connectivity are integral parts of the e-mobility ecosystem as they
serve as communication layers linking various components, including EVs, charging
infrastructure, user interfaces, and external systems. They can be distinguished from
the backend system role in facilitating communication and data exchange, rather than

processing logics and data storing.

- Data is strictly interconnected to the backend, network, and connectivity, and is here
separately described as considered from the management and analytic point of views.

In the e-mobility ecosystem, large amount of data can be:
o Collected, when gathered from various sources.
o Transmitted, when transferred from a system or location to another one.
o Processed, when manipulated and analysed to extract information.
o Anonymized, when removing personally identifiable information from datasets.

o Accessed with different roles: Access control is the implementation of

strategies and policies to restrict access based on their role.
o Stored, when saved in databases or other solutions for future utilization.

Data can also be classified depending on the physical point of collection of the e-

mobility ecosystem:
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o Vehicle data can come from three different domains [22]: The powertrain
includes the units necessary for the generation and delivery of power to the
driving wheels; The EV communication controller facilitates the communication
between EV and charging station supply equipment communication controller;

The battery management system monitors and protects the battery packs.

o User data, includes personal details, preferences, trip history, payment

methods.

o Charging infrastructure data includes charger status, usage statistics, energy
consumption, availability, as well as any information that could be exchanged
through a frontend interface and the EVSE, e.g., unique NFC keys used to

authorize charging.

o Grid data, such as frequency, components loading, voltage levels, DSO and

TSO requests for ancillary services, etc.

o Data from additional local components: Simplest cases are the power
consumption of the building if the grid connection of an EVSE is shared
between the EVSE and the building, the RES power production if any wind

turbine/solar panels present, the BESS charging discharging power.
o Data from external APIs necessary for operation of the system:

» Weather forecasts, electricity prices, CO2. These are relevant for smart

charging and V2X algorithm implementations.

» OQOperational data, e.g., fleet management information, maintenance

schedules, scheduling charging times, SOC schedules.
- Frontend Interfaces:

o Chargerinterfaces: Some chargers have “frontend” interfaces, such as buttons,
NFC sensors, touch screens, LEDs, speakers, etc. Additionally, also the
connector that goes into the car is a part of the front-end interface, as users
interact directly with it. Additionally, some EVSE can also be interconnected to

other EVSEs, for example where system installations utilize wired connection.

o Mobile Applications: EV users use mobile applications to locate, reserve, and
pay for charging stations, and when present utilize smart charging strategies,

e.g., schedule charging [23]. Those applications can include a variety of
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features like session tracking, energy usage summaries, as well as

personalized recommendations and navigation assistance.

o Web Portals: CPOs, as well as some end-users and partners like fleet
operators need access to detailed information of groups of chargers, e.g.,
charging power, availability of chargers, as well as need to manage accounts
and chargers. For this reason, web portals are developed with different features
and access levels, depending on the portal, developer of the portal, and final

customer needs.

Example: The Spirii Business Portal allows to create a complete, automated framework for

commercial EV-charging solution that is tailored to the client needs. The different features

implemented allow the client to simplify the entire order management process with easy-to-

implement APIs, white-label options, and automated email flows [24].

Customer Support Tools: Chatbots, ticketing systems, or FAQs for resolving user queries and
issues. Depending on the company, solutions are available at different levels. Example: Spirii
provides a 24/7 support, available for EV drivers in different languages, additionally,

depending on the case and the client needs, specific support levels are provided [25].

3.2. Security, communication & compliance

Robust measures to protect data, communications, and operational integrity from cyber
threats are necessary and needed, to adhere to legal, regulatory, and industry standards.
These measures safeguard a smooth operation of the entire system while building trust among

stakeholders. Key security areas in e-mobility are:

Data security

Network security

Application security

Physical security

loT and device security

Directly connected to the data areas, compliance ensures that e-mobility stakeholders meet

legal, regulatory, and industry standards. This is relevant to provide a communication between
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stakeholders and physical infrastructure that is interoperable, which is a critical feature for

scaling mobility solutions and providing a seamless user experience.

In the e-mobility platform there are different communications channels between infrastructure

components, the major ones are here highlighted [26]:

- Internal and external EV communications:

o The CAN protocol is used for real time communication between components in

the vehicles, sharing essential information so the vehicle runs smoothly and
safely. The CAN bus is used in most vehicles, and in the case of EVs, it can
specifically serve as a connection between the BMS, which monitors the
battery (including health and temperature) and other EV elements. The CAN
bus can also be used for EV communication with external systems; an example
is its utilization in the CHAdeMO protocol (further presented in the next section)

in the connection between the EV and the charger.

Modbus is a communication between specific modules in the vehicle, which do
not need real time communication. These are for example auxiliary power units,
cooling systems, battery heaters. It is a reliable communication over long
distances; therefore, it can be used to communicate with external devices like

diagnostic tools.

Local Interconnect Network (LIN) is a simple serial communication protocol for
low-cost data exchange between low-power microcontrollers in vehicles. This
is also a communication used when there is no need for real-time

communication exchange.

- Communication between charging infrastructure and backends:

O

Protocols and standards are used for fast charging and bidirectional charging

integration. Details are provided in the next Section.

Network connection is the foundation for communication between EVs,
charging stations and backend systems. It enables authentication, billing,
monitoring, and control by ensuring reliable data exchange over the internet
and local networks. Data transmission is then happening through network
technologies, which the charger needs to support (information about supported

technologies are usually provided in the charger spec sheet) [27], [28]:
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e Cellular network: It uses SIM cards and mobile networks for connectivity,

and the sim card is placed in the charger.

o Wi-Fi: The local Wi-Fi network, usually configured from the charger

configuration panel.

¢ Wired connection: The ethernet is a stable, high-speed connection directly
linking the charger to the CPMS over a Local Area Network (LAN).

e The Power Line Communication (PLC) uses existing electrical wiring to
transmit data, avoiding the need for additional cabling and wireless

infrastructure.

3.3. Standards and protocols

Standards and protocols play a crucial role in e-mobility by standardizing communication
among devices, software systems, and stakeholders. While not all protocols qualify as
standards, as some are proprietary, it is also important to note that not all standards are
protocols; some regulate aspects beyond communication. Therefore, a short definition is here

provided for the two [29]:

- Standard: A set of formalized guidelines and specifications to ensure consistency,

safety, and interoperability across systems or industries.

- Protocol: A set of rules and procedures that define how communication or interaction

occurs between two or more parties.

3.3.1. From the EV to the grid: Major standards and protocols

Figure 5 provides an overview of the identified e-mobility platform as of today, without
considering smart charging and V2X stakeholders and potential interactions. The figure shows
the major physical components — electrical grid, EVSE, EVs — and their physical connection.
Stakeholders connected to software components are often running the software and

exchanging data by utilizing cloud computing.

Cloud computing refers to the provision of computing services such as data storage,
processing capabilities, and software via the internet to the “cloud”. This technology enables

users to access and manage applications and data from a distance, eliminating the need for

local servers or personal computers. Advantages are scalability, flexibility, cost efficiency,

and real-time collaboration. In comparison to the “on-site” solution where from application to
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data, servers, storage and networking is on-site and managed by the final user, the cloud

computing solutions are categorized into three primary models:

Infrastructure as a Service (laaS): The service provider offers the infrastructure
services like storage and virtualization, whereas the operating system with data,

runtime, middleware is on the client side.

Platform as a Service (PaaS): The service provider offers a platform, could include
hardware and/or software, allowing developers to build, test, and deploy applications

without managing the underlying infrastructure.

Software as a Service (SaaS): The solutions where the entire application is

managed by a provider via a web browser. The user connects to the app via a
dashboard or API.

This deliverable does not delve into direct communication between stakeholders which
happens through email or telephone. Although this type of communication is essential and
could be vulnerable to hacking, resulting in the exposure of highly sensitive information, it is
not the primary focus of this study. Instead, the study targets data exchanges and electricity
flows. In Figure 5, CPOs and CSOs are represented as part of the CPMS, which is because
they communicate directly (email/telephone) with one another and with the CPMS.
Nevertheless, the actual management of the charger is conducted through the backend of the
CPMS, and in certain situations, the CPMS might be the same entity as both the CPO and the
CSO, depending on the business context. The physical connection, authentication, payment,
and when present, roaming, are the steps needed to enable a charging process. These steps
have different solutions and a strong correlation with data exchange and cybersecurity; thus,

they are separately discussed in the following subsection.
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Figure 5 — E-mobility platform mapping.

However, as we look towards a more integrated system, with EVs being active players with

smart charging and V2X solutions, additional stakeholders, physical components, and so data

exchanges are identified and introduced. Therefore, Figure 6 provides the entire system with

considerations of smart charging and V2X and an overview of the protocols and standards

between all different players. This is then followed by Table 1 that provides and overview of

the standards and protocols with major purpose, authentication

primary data exchanged, and major stakeholders involved.
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D5.1 ICT requirements in the EV value chain

Page 34 of 86



Project: 101160665 — AHEAD — HORIZON-CL5-2023-D3-03 AHEAD
Table 1 — Protocols/standards overview [33], [34].
Standard/Protocol Purpose Authentication & Primary data Main
security exchange area  stakeholders
involved

OCPP (Open | Protocol for | Basic TCP/IP for | CPMS, EMP,
Charge Point | communication authentication, charging EVSE
Protocol) [35], [36] | between  charging | TLS, certificate | session control, | manufacturer

stations and | management. status, metering

backend. Ensures Encryption of data | values,

compatibility through  Secure | transaction data,

between different | WebSockets remote control

manufacturers’ (WSS), mutual

charging stations | authentication

and management | client and/or

platforms. server
OCPI (Open | Communication Token-based Roaming CPO, EMP,
Charge Point | protocol that enables | authentication, agreements, CPMS
Interface)[37], [38] | roaming. It links | OAuth 2.0, TLS pricing, billing,

CPOs with different authentication

back-end technology

providers. The idea

behind this is that if

all chargers use

OCPI, drivers can

charge anywhere

they go.
OSCP (Open | Communication of | SSL and token- | Metering data, | Utility,
Smart Charging | physical based transformer Aggregator,
Protocol)[39] net capacity from the | authentication measurements, | BRP, BSP,

DSO (or site owner) control signals. | CPMS.

to the CPO or CPMS.
oicP (Open | Hub based roaming | Certificate-based, | Roaming, inter- | CPO, EMP,
InterCharge logic developed by | OAuth 2.0, TLS, | network CPMS,
Protocol)[40], Hubject to enable | mutual settlement, Roaming hub
[41]* data flows that allow | authentication. charging provider

drivers to charge on session data

stations outside

those provided by

their EMPs.
IEC 61850 [42], | International Direct grid | Grid status, load | Utility, EVSE,
[43] standard which is | communication, balancing, Aggregator,

designed for secure | role-based access | energy dispatch | BRP, BSP,

IEC 63110 [44]

exchange of
information within a
power system,
covering also the
distributed  energy
resources and

information security.

control, TLS. IEC

62351 series
guarantees  the
security of data
exchanged with
the IEC 61850
protocols.

RES provider

Standard of communication and management protocols for EV charging and
discharging infrastructures, with a definition of a local CPMS to optimize local
energy with buildings and charging station. Different approach than OCPP and
deepened on V2G functionalities. However, only -1 regarding basic definitions
was developed, -2 and -3 regarding technical specification and tests
requirements run out of time.
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Standard/Protocol

Purpose

Authentication &
security

Primary data
exchange area

Main
stakeholders
involved

ISO 15118 [45],
[46], [47]

DIN SPEC 70121

IEC 61851-1 [44]

IEC 62196

SAE J1772

Standard of
communication
between EV to
charger defining a
V2G communication
interface  for  bi-
directional
charging/discharging
of EVs. The EV uses
this standard to
transmit the State-of-
Charge (SoC) to the
EVSE.

Certificate-based,
Plug & Charge

Secure Plug &
Charge, V2G,
billing

EV, EVSE

technical
that
digital

German
specification
defines
communication
between EV and DC
charging station.
Release in 2012 to
get the market up
and running until ISO
15118 was released
in 2014.

Digital
communication

EV, EVSE

Standard for the
definition of EV
charging modes:
Mode 1 with EV
connected directly to
AC grid (not allowed
in EU), Mode 2 EV
connected to AC grid
through cable with
control  pilot and
protection  against
electric shock, Mode
3 EVSE connected to
AC grid with tethered
cable, Mode 4 EVSE
rectifies AC grid and
supplies DC power to
EV with tethered
cable.

Plug & Charge,
Public Key
Infrastructure
(PKI). Definition of
PKls is provided
further in this
section.

Charging
Control, Status
Information,
Safety Signals

EV, EVSE

International
standard that
specifies the
requirements for EV
conductive charging,
defines requirements
and tests for plugs,
socket outlets,
vehicle connectors,
and vehicle inlets.

Electrical
specifications

EV, EVSE

Standard that
defines the electrical
and mechanical

Electrical
specifications

EV, EVSE
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Standard/Protocol Purpose Authentication & Primary data Main
security exchange area  stakeholders
involved

specifications for AC

EV charging

connectors and the

communication

protocols for

charging EVs in

North America.

CHAdeMO [48] Fast-charging Basic EV-charger EV, EVSE,
protocol for EVs that | handshaking, communication grid operator.
enables high-power | CAN bus | via CAN bus;

DC charging. The | communication. battery SoC,
protocol has a temperature,
session detailing current, voltage,
V2G/V1G extension. error and safety
signals.

Open ADR (Open | Communication Certificate-based, | Demand EVSE,

automated demand | standard for | TLS, role-based | response CPMS, grid

response) [49] automated demand | access, digital | signals, energy | operator,
response between | signatures pricing aggregator,
grid operators and BRP, BSP,
energy RES provider
systems. Critical for
energy demand
optimization and
integrating e-mobility
into smart grids.

DLMS/COSEM [50] | Standardizes Three levels of | Smart meter | Grid operator,
communication and | authentication: No | data EVSE
data exchanges for | authentication, communication,
smart energy | Low Level | real-time
metering, supporting | Security or High | monitoring and
remote meter | Level Security. | remote meter
management, billing, | Data encryption, | reading.
secure data | secure messaging
transmission. The
DLMS/COSEM
standard (IEC 62056
/ EN 13757- 1) is the
widely accepted
international  utility
meter data exchange
standard. DLMS is
the application layer
protocol that
transforms the data
into messages and
COSEM describes
the general object
model and can be
used for all kinds of
presentations.

IEEE 2030.5 [51], | Originally known as | PKI with digital | Demand CPMS, grid

[52] Smart Energy Profile | certificate, = TLS | response operator,
2.0 (SEP2), it | encryption, signals  (utility | aggregator,
standardizes authentication request to | BRP, BSP,
communication and reduce power | RES provider
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Standard/Protocol

Purpose

Authentication &
security

Primary data
exchange area

Main
stakeholders
involved

IEC 62325 [53],
[54]

Proprietary
protocols

Payment Card
Industry Data
Security Standard
(PCI DSS) [55],
[56]*

for smart
systems,
EVs,

control
energy
integrating
distributed
resources, and utility
grids.

tokens, mutual
authentication

consumption),
load control,
Distributed
Energy
Resources
(DER)
management

Standard that
specifies the
common information
model (CIM) for
energy market
communications.
The CIM facilitates
integration by
defining a common
language based on
the CIM to enable
these applications or
systems to access
public data and
exchange
information
independent of how
such information is
represented
internally. IEC
62325-301 contains
support for demand-
side communication
within a wholesale
market.

Digital certificates,
PKI, OAuth, TLS.

Data between
energy market
participants
mainly in relation
to the wholesale
electricity
markets

Grid operator,
market
operator,
energy
supplier,
aggregator,
BSP, BRP

Communications
protocol owned by a
single  organization
or individual.
Enables advanced
features but may limit
interoperability
without additional
adapters or
middleware.

Dependent on owner entity

CPMS,
EVSE, EV,
Aggregator,
BSP, BRP

Standard to
safeguard and
optimize the security
of sensitive
cardholder data,
such as credit card
numbers, expiration
dates and security
codes. The standard
security controls help
businesses minimize
the risk of data
breaches, fraud and
identity theft.

Multi-factor
authentication,
payment
processing
security,
PCl-compliant
encryption, data
encryption,
access control

Secure payment
transactions,
card processing

User, PSP,
CPO, CSO
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*and **: OICP and PCI DSS are not visible in Figure 6 as they are specific to authentication and payment and
further discussed in the following sections.

Some additional communication protocols and standards that are not explicit in the Figure 6

but are relevant to data exchange are:

- WebSocket [57] is a communication protocol that enables real-time, full-duplex
communication between a client and a server. HTTP authentication is used during the
initial handshake, and TLS, token-based or cookie-based authentication
methodologies are used for data exchange. This communication protocol is used for
real-time data exchange between client and server, event-driven notifications, live

telemetry data, remote command execution.

- MQTT [58], [59] is a standard messaging protocol for loT. It is designed as an
extremely lightweight publish/subscribe messaging transport that is ideal for
connecting remote devices with a small code footprint and minimal network bandwidth.
This uses TLS encryption and modern authentication protocols, such as OAuth. It can
be used for communication between stakeholders (e.g., CPMS, aggregator, grid

operators) and databases.

- HTTPS [60], [61] is a secure communication between web clients and servers,
ensuring data integrity, confidentiality, and authentication. It is request-response
based, and it uses certificate-based Authentication, HSTS (HTTP Strict Transport
Security), client certificates (TLS/SSL Encryption), and digital certificates. It can be
used for communication between stakeholders (e.g., CPMS, Aggregator, grid

operators) and databases.

What is TLS (Transport Layer Security)?

TLS is a security protocol that provides privacy and data integrity for Internet
communications. Implementing TLS is a standard practice for building secure web apps [62].

There are three main components to what the TLS protocol accomplishes:
Encryption: Hiding data being transferred from third parties.

Authentication: Ensuring that the parties exchanging information are who they claim
to be.

Integrity: Verifying that the data has not been forged or tampered with.
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3.3.2. EV-charger-backend communications

In this section, we deep dive into the major standards and protocols between the EV, the
charger and the backend. Table 2 provides an overview of the communication and protocols

used, the key data exchange and the type of connectivity utilized.

Table 2 — Communications between EV, charger and backend.

Communication = Communication / Key Data Exchanged Connectivity
Type Protocol Used
EV < Charger CCS (DC charging): Authentication (Plug & Power Line
-1SO 15118 (PLC [63]) Charge), Charging power Communicati
- DIN SPEC 70121 negotiation, Battery status, on (PLC),
Charging session monitoring. PWM
Note: Megawatt Charging | DIN SPEC 70121 only defines | signalling
System (MCS) is ISO communication between DC
15118-20 only. charger and EV; it does not
support Plug & Charge,
secured communication via
TLS, digital certificates or
signatures, smart charging, or
bidirectional power transfer.
CHAdeMO (DC charging): | Vehicle authentication, Battery | CAN Bus
CAN Bus charge request, Charging
status, V2G support
Type 2 (AC charging): Basic charging start/stop, PLC, PWM
- IEC 61851-1 (PWM) Safety checks signalling
-I1SO 15118 (PLC)
- SAE J1772
Charger <« - OCPP (WebSocket, Remote start/stop, Wi-Fi,
Backend (CPMS) | JSON) Authentication (RFID, app, Cellular
- Proprietary protocols Plug & Charge), Charging (3G/4G/5G),
- Manufacturer proxy session details, Charger status | Ethernet
- Local gateway updates

The first communication presented in Table 2 is between EV and charger and is mainly
covered in the market by two standards: ISO 15118 and DIN SPEC 70121. Today the ISO
15118 is the most known and advanced. Indeed, the DIN SPEC 70121 was an interim solution
published in 2012 to support the market while the ISO 15118 was under development and
with the first version published in 2014 [64]. DIN SPEC 70121 only provides data format for
communication between EV and DC chargers, without details on AC charging, communication
security, smart charging, or bidirectional power flow. As of now, various manufacturers support
both ISO and DIN SPEC, which is crucial; otherwise, communication would not be feasible if

the EV and charger cannot understand the same “language” (protocol).

ISO 15118 defines communication with AC and DC chargers, it includes Plug&Charge and

communication security with TLS, digital certificates and signatures, as well as smart charging.
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It is divided into different parts, with amendment -20 which provides support for V2G

integration, to enable EVs to function as distributed energy resources within the smart grid.

Other communications mentioned in Table 2 are the IEC 61851-1, the standard for EV
conductive charging station defining the general requirements of architecture, communication,
safety for communication between EV and charger. The ISO 15118-2 builds and expands on
the IEC 61851. Another standard is the SAE J1772, which specifies the physical connector
and communication protocol for EV charging including plug design, electrical characteristics
and communication with PWM signal between EV and charger. Last, the CHAdeMO standard
is specifically designed for DC charging and utilizes its own connector, facilitating
communication via CAN bus. This standard also supports bidirectional energy flow; however,
it is currently being phased out in Europe in favour of the CCS standard, which has become

the preferred choice.

When looking at the charger and backend, the OCPP [36] is the protocol that defines the
communication between the two while taking into consideration the ISO 15118 communication
between EV and charger. Regarding OCPP, the current mostly utilized version is 1.6,
however, to reach smart charging and V2G largescale application version 2.1 will be

necessary:

- OCPP 1.6 was released in 2015 and is now worldwide integrated by charging station
manufacturers and CPMS providers. Version 1.6 includes improvements in
comparison to 1.5, as the smart charging support for load balancing and use of charge

profiles, message sending requests such as charging point time or status.

- A first version of OCPP 2.0 was released in 2018, whereas version 2.0.1 was
introduced in 2020. While OCPP 2.0.1 expanded and structured support for device
management, smart charging, and security, many core functions such as transaction
handling, configuration changes, and basic monitoring were already present in OCPP
1.6. The key advancements in 2.0.1 include formalized support for ISO 15118 (Plug &
Charge), robust certificate handling, advanced smart charging capabilities, and
support for user messaging and display functions. Regarding cyber security, the

following improvements were included:

o Security profiles (3 levels) for charging station and CPMS authentication and

communication security
o Key management for client-side certificates

o Secure firmware updates
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o Security event log

- OCPP 2.1 is the coming version, released in January 2025, with features like DER
control and V2G. Version 2.1 and 2.0.1 are backwards compatible, the major improved

functionalities are:
o New functional block on DER Control
o New functional block on bidirectional charging (which enables V2X)
o Support for ISO 15118-20
o Improved smart charging
o Support for battery swapping
o Support for ad hoc payment
o Support for local cost calculation
o Secure dynamic QR Codes

OCPP 2.0.1 was approved by the IEC to become a standard (IEC 63584) on the 20™ of
October 2024 [36].

It is important to note that, while OCPP is a standardized communication protocol for EV
charging, it is frequently not the complete solution that is implemented. Often, charging

hardware manufacturers favour proprietary protocols or hybrid solutions over the OCPP:

1. Manufacturer proxies are used to act as intermediary between the charging stations
and the management system. This means that the manufacturer of a charger
communicates, with the charger, with proprietary protocols, but provides an OCPP

translation layer in their cloud.

2. Local gateways are used in the case multiple charging stations are locally connected
to a central management system, ensuring the charging station remains operational in

location with limited internet connectivity.

In comparison to OCPP, both cases provide additional functionalities to the capabilities of the
OCPP, which can introduce specific operational needs and manufacturer requirements. An
example of operational benefits that can be provided if midterm gateways are considered is
the ability of CPOs to change CPMS configuration on their chargers without on-site

interventions. On the other side, when looking at the cybersecurity issue, alternatives to native
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OCPP introduce disadvantages, as they expose data to a third party, outside the client/CPMS

contract sphere, opening additional attack surfaces.

Finally, despite improvements in the versions 2.0.1 and 2.1, as of today, authentication and
authorization methods in OCPP standards are relatively weak. Consequently, fraud prevention
continues to be a concern that is frequently addressed by various stakeholders, who are
implementing additional strategies for fraud detection and identification. For instance, CPMS
providers are actively monitoring transactions to identify and analyse charging sessions for

any unusual patterns that could suggest fraudulent activity.

3.3.3. Authentication, payment, and roaming

To start a charging session, in addition to the physical connection two additional steps need
to happen: Authentication and Payment. Here the CPMS plays a vital role, as it is the

stakeholder managing the authentication and payment processes for EV charging:

1. Authentication: Before allowing access to the charging station, the user needs to
authenticate. Figure 7 visualizes the authentication flows between user and CPMS and

the different potential ways.

2. Payment: A payment system handles transaction processing, using methods like
credit/debit cards, mobile wallets, subscription plans, or direct billing through energy
providers. Figure 8 visualizes the payment flows and methods between the users and
the CPMS.

CPMS
e Emoney - E-money

license provider

u A/h/’:\'\ Chariging A App “PCI DSE™ ayment
Sers e uthentication -+ Chariging App =+ P v TERRBR. .. X i
< )' 56) Users aymV EMP e VI service

provider

. Roaming CPO,

" provider cso
TR TR TR o as TP S UR TR T Tiv s e s AR SRV SAEETH

Figure 7 — Authentication flows. Figure 8 — Payment flows.

In this context, it is also very important for EV drivers to be able to access charging stations
across different networks and service providers. This is enabled by roaming, which is the
collaboration between CPMSs to create a unified charging experience for users. By setting up
roaming agreements, parties can establish a secure connection and exchange data. This is
done through a “handshake” where each party grants access to its roaming databases by

providing credentials [65]. Figure 9 shows the possible connections and related protocols:

1. Roaming hubs serve as a central point of contact for multiple service providers,

facilitating streamlined communication and standardized processes [66]. A roaming
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hub allows EV charging providers to connect with multiple partners, avoiding the need
for individual Peer2Peer agreements. It also simplifies billing and settlement, enabling
EV drivers to access various networks seamlessly without managing multiple accounts
or transactions. Connection between CPMSs and roaming hubs is done through Open
InterCharge Protocol (OICP), Open Clearing House Protocol (OCHP), or e-mobility
Interoperation Protocol (eMIP). More details about developers and supported features

of those are provided in Table 3.

2. Peer-to-Peer (P2P) is individual roaming agreements between providers, establishing

direct P2P OCPI connections with each other.

3. Direct EMP-CPMS connection when the two are the same entity.

CPMS
hubs  -2!SE-
CPO, CSO
- Peer2Peer ...: OCp|
EMP = CPMS ..............
Figure 9 — Connections between EMP and CPMS
Table 3 — Roaming protocols [67], [68].
Protocol  OCPI oICP OCHP eMIP
Developed | eViolin - ElaadNL Hubject SmartLab GIREVE
b Innovationsgesellschaft
y GmbH - ElaadNL
Supported Providing Roaming via e Authorisation. e Authorisation
features charge point the Hubject e Billing. e Billing
information. hub. e Providing charge | ¢ Platform
Authorising Ad-hoc point and session monitoring
charge payments. information. e Supports
sessions.’ Authorisations. | ¢ Remote start and charge point
Sharing tariff Real-time stop. search
information. exchange of o |t relies on module.
Enable app- charge point asynchronous
based charging. information. communication, so
Smart charging Billing and if roaming hub goes
module to allow reservations. down, charge
drivers to sessions would still
choose if work.
charging
cheapest or
greenest.
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3.3.4. Front interfaces and additional tools

For the implementation of the e-mobility ecosystem, there are a few additional interfaces and

specific tools/technologies that are also required and provided in Figure 6.

First, Human-Machine Interfaces (HMI) are interfaces for humans to interact with a physical
system, and in this specific case, users can interact with charging stations. Interactions
happen through graphical/touch-based interfaces, real-time data visualization, user-friendly

operation.

Second, Application Programming Interface (API), a set of rules and protocols that allow
software applications to communicate and interact with each other. It acts as a bridge between
different systems, enabling them to exchange data or perform actions without needing to
understand how the other is working internally. APlIs allow data exchange between parties,
and in e-mobility, this allows communication and control of different charging stations, EVs,

and backend systems.

Third, Public Key Infrastructures (PKI): A framework of policies, technologies, and procedures
used to create, manage, distribute, and withdraw digital certificates and public-private key
pairs. In e-mobility, PKls are relevant to secure a reliable authentication system in the network,

and indeed, different standards utilize PKls as provided in Table 1.

3.3.5. Security-specific standards

The more connected vehicles become, the more personal data is created, increasing the

amount of data processed and the correlated privacy risks.
In the EU, there are two pieces of legislations on digital privacy [1]:

- The General Data Protection Regulation (GDPR), effective from 2018, is the legal
framework that governs data protection and privacy in EU establishing standards for
the acquisition, storage, and use of personal data. Personal data can be gathered from
both cars, location for example, and EV charging infrastructures, payment credentials
for example, thus it is important that businesses related to such data collection follow

the GDPR rules, by preventing unauthorized access to, or use of customers data.

- ePrivacy Directive (ePD) is a supplement to the GDPR, which in the e-mobility
ecosystem implements regulation regarding the need of consent for storing of

information.
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Defined as the world best-known standard for information security management system,
ISO/IEC 27001 is an international standard for managing information security, also considered
in e-mobility [69]. The standard provides a framework for managing the security of sensitive
information and mitigating risks; thus, it helps stakeholders to protect the confidentiality,
integrity, and availability of their information assets. The standard is the most suitable
framework for European-based organizations, however, the popularity of System and
Organization Controls 2 (SOC 2) in the U.S. has increased over the years the embracing of
SOC 2 by European organization as well. Additionally, SOC 2 provides a report with more in-
depth insight into an organization security posture compared to the ISO 27001 pass/fail
approach to certification, providing an organization’s partners and clients with a high level of
assurance about their security posture. While an ISO 27001 assessment covers a significant

number of controls, the audit results in a one-page certification letter [70].

While ISO/IEC 27001 and SOC 2 are voluntary, even if often required by clients, partners and
regulators as a proof of information security compliance, a mandatory EU directive that aims
at strengthening cybersecurity is the NIS-2 Directive (Network and Information Security
Directive 2) [71]. NIS-2 includes elements describing risk management, incident reporting,
supply chain security, which needs to be applied by e-mobility stakeholders to perform and

maintain a secure EV charging infrastructure [72].

Specifically, regarding cybersecurity of industrial automation and control systems (IACS), the
ISA/IEC 62443 is a series of standards that define requirements and processes for
implementing and maintaining such systems. The ISA/IEC standards set cybersecurity
benchmarks in all industry sectors that use IACS, and so also to e-mobility related areas that

interact with them.

An additional standardized framework for assessing and exchanging information within the
automotive industry is TISAX (Trusted Information Security Assessment Exchange) [73], [74].
This is governed by the ENX association on behalf of the German Association of the
Automotive Industry (VDA). TISAX is a mechanism for assessing and exchanging information
security among enterprises, facilitating recognition of assessment results. It helps in

processing sensitive customer information and evaluating suppliers’ security.

Lastly, an additional pertinent regulation that has been implemented in Europe to enhance the
digital resilience of financial institutions, effective from January 17, 2025, is the Digital
Operational Resilience Act (DORA). This regulation focuses on banks, insurance companies,
investment firms, and other financial entities with focus on ICT disruptions such as

cyberattacks or system failures [75]. This regulation does not directly address e-mobility,
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however, all digital operations correlated to payment services, data management, financing

that are involved in e-mobility can be indirectly related to the DORA regulation.

3.4. Ecosystem mapping

Finally, Figure 10 adds another dimension to the figures provided in Figure 5, including all

potential interrelations among the individual stakeholder areas. While

in Figure 5 one

stakeholder per area was considered, the actual scenario is more complex, with increased

data exchanges resulting from the interconnections among the same physical components

and involved stakeholders. Additionally, Figure 10 illustrates the connections to the backends,

as well as to the individuals who impact and interact with the physical layer and stakeholders.
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Figure 10 — Mapping of e-mobility ecosystem.
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4. ONGOING CYBERSECURITY PROCEDURES

To transition from a theoretical to an empirical exploration of ICT infrastructure security

practices in the industry, this chapter involves the partners’ knowledge of their specific e-
mobility segments. Building on the overview of IT infrastructure presented in chapter 3, we
now focus on understanding the actual technologies in use, with particular emphasis on

understanding the existing security measures.

To achieve this, we first gathered information on high level security procedures, and second
designed a structured questionnaire for our AHEAD industry partners. The questionnaire is
meant to capture specific insights into their current security implementations, challenges, and
compliance with best practices. Although the number of participants was limited due to a
restricted pool of partners, the results provide a snapshot of the current security landscape in
industry and offer a valuable basis for the threat modelling and mitigation already planned as

future works.

In the following sections, we present the findings, highlighting common measures and,

whenever possible, security trends for different segments of the e-mobility ecosystem.

4.1. Methodology procedure

As part of the AHEAD project, we are a diverse group of partners working together to advance
the e-mobility ecosystem. From the grid to the EV, we have various stakeholders involved,
each contributing their expertise and resources to achieve our common goals. In Figure 11
we present the different partners in the value chain as previously described in Section 2.2,

whereas in Table 4 the partners are provided by segment.

The AHEAD entities cover a large majority of the stakeholder areas identified. For this reason,
in this section we have conducted a two-level investigation approach to identify current

practices, procedures, and exchange of data:

Step 1: We have explicitly requested cybersecurity ongoing procedures from the different
partners on a general term, to understand the level of knowledge on the topic from the different

partners.

Step 2: We have carried out a questionnaire to complement the mapping in the previous
chapters tailoring the needs of Task 5.1 and considering the partners perspectives. The
objective of the questionnaire is to add a company-focused perspective to the e-mobility
ecosystem mapping, which is mainly derived from the literature review. The questionnaire

investigates the methodologies and processes utilized by companies in different segments
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and sizes. To achieve this, various areas of investigation are investigated as enumerated in
Figure 12, with a focus on cybersecurity, threat intelligence, risk management, incident
response, data protection, access management, supply chain security, and future initiatives
within the cybersecurity field. The results may not be entirely generalizable due to the limited
number of participating companies. However, the primary insights highlight challenges and
establish a basis for comparison with existing literature. The entire questionnaire is provided
in Appendix 10.
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Figure 11 — Stakeholders overview in the value chain.
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Table 4 — Stakeholders overview by segment.

Segment Partners (*associated partners)
R&D Institutions Politecnico di Milano (POLIMI), Technical
University of Denmark (DTU), Instituto de
Engenharia de Sistemas e Computadores
(INESC ID), Instituto Superior Técnico (IST ID),
Polytechnic University of Tirana, Roskilde
University, CNET — Centre for New Energy
Technologies, S.A. (EDP)
Utilities A2A, Lyse*
Distribution System Operators (DSOs), Unareti, EEM-Empresa de Electricidade da
Transmission System Operators (TSOs) Madeira, S.A., Elektro Gorenjska, Statnett*,
Energinet*
Charging Infrastructure Operators Spirii, MOBIE, EMACOM
EVSE Manufacturers Amina, Kempower, Ease-Link
Original Equipment Manufacturer (OEM) Nissan*
Service Providers NTT DATA, Azienda Trasporti Milanesi
Governmental and Public Entities Funchal Municipality, L’Association Europeenne
de la Mobilite Electrique (AVERE), Norsk
elbilforening
1. General 2. 3. 4. Threat 5. 6. Data 7. 8. Supply 9. Future
informatio Cybersec Cybersecur | |intelligen Incident protectio Identity chain cybersec
n urity ity ce & risk response n& & access security urity
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Figure 12 — Questionnaire overview.

Since R&D institutions and Governmental and Public Entities do not directly influence the flow

of data, they are not participating in the data collection. To ensure the companies’ responses
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anonymity, we aggregated some segments. Utilities, DSOs, and TSOs are aggregated into a

whole segment named Grid operators. Figure 13 shows the share of partners that participated

to the questionnaire per segment.

m Grid operators

Service providers

EVSE manufacturers

m Charging Infrastructure Operators

Figure 13 — Share of partners per segment.

4.2. Learnings

4.2.1. Step 1 results

From the first step, the information gathered was limited. A summary of the collected data is

presented in Table 5 for each segment. The information indicates that stakeholders are

addressing cybersecurity issues and are actively working towards solutions. However, details

provided are high-level and focus on different security areas, mainly because this step did not

provide specific topics and structure to the partners.

Table 5 — Step 1 results summarized per category.

Segment General Information

Grid operators Comply with international standards like ISO/IEC 27001, NIST CSF, ISA99,
and |IEC 62443 for information security management.
Align cybersecurity with time-sensitive requirements, avoid internet-
connected devices in SCADA systems, and use measures like air-gapping,
network isolation, and firewalls.

Charging Manage path and zero-day exploitation documentation, data loss prevention

Infrastructure and detection, perform pen-tests, and have backup solutions.

Operators

EVSE Manage cybersecurity according to ISO 27001 and NIS2, have 24/7 Security

manufacturers Operations Center, and conduct security awareness and training programs.

Service providers

Use cloud and network security technologies.

Follow best practices and “Security by Design” approach, conduct Business
Impact Analysis, maintain 24/7 monitoring, vulnerability management, and
periodic penetration tests. Ensure compliance with IEC 62443 standards.
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4.2.2. Step 2 results

From the second step, more specific information on the partner’s security policies and
measures were collected. The results from the questionnaire are here summarized per

category, considering the differences between the various stakeholders, when present.

2. Cybersecurity Policy and Strategy

In the questionnaire design, we considered the possibility of different policies and strategies
for different aspects (A. Company data protection policies, B. API endpoint protocols and
protection, C....), however, responses from different partners were consistent. Consequently,

in Table 6, we present the overall responses applicable to each area.

Table 6 — Security, regulation and audits considerations.

Category Subcategory Information
Security Policy Policies Almost everyone has documented
security policies, reviewed

periodically or at the occurrence of
security events.

Standards The most common standards are:
e [SO/IEC 27001
e |EC 62443

TISAX is specific for the automotive
domain and is currently being
employed by some EVSE

manufacturers.
Regulatory Compliance Strategy Almost every partner's security is
aligned with strategy
Regulations Everyone is compliant with GDPR

and NIS/NIS2. Some of the
companies with DORA.

Audits General Almost everyone, once a year.
Target Grid operators: Software
Charging Infrastructure Operators:
Platform

Others: Strictly what is dictated by
the security standards. Not further
clarifications.

Although these are the general responses given by the partners for each subsection, it is worth
noting that all EVSE manufacturers indicated that only Data protection and Legal subsections
are applicable to their specific case, while endpoint protocols & protection, Ul protocols &

protection, and data vault procedures are not applicable.

The Data protection area included Training and Phishing considerations summarized in Table
7.
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Table 7 — Training and phishing considerations.

Category Subcategory Information

Training General Almost everyone has periodic,
mandatory security training.
Everyone shares general security
guidelines with all employees.

Specific Training All Grid operators have tailored
training for employees involved in
specific functions

Charging Infrastructure
Operators: Companies have
training, not specific details were
provided.

Others: No common line

Phishing General Every company simulates phishing
campaigns and encourages
employees to report suspected
security issues.

3. Cybersecurity infrastructure & technology

IT security category has probably the most diverse responses in the entire questionnaire. This
is due to the difference in the threat models every company is facing, which impact on the
necessary security measures. Given the variability of information, even within the same

industry segment, certain details cannot be disclosed as it was not feasible to anonymize

them.
Table 8 — IT security considerations.
Category Subcategory Information
Network Security Office Network Every company employs firewalls,

VPNs, and other common security
measures. 90% of companies manage
their own networks, while the remaining
rely on specialized external partners for
network operations.

Grid operators: All use IDS/IPS
(Intrusion Detection Systems/Intrusion
Prevention  Systems) and other
advanced security measures.

Cloud Big companies in our sample operate
cloud communications. Other
companies rely on Cloud services (i.e.,
Azure, AWS)

OT/lloT Grid operators use security measures,

e.g.,, OT firewalls, Secure Remote
Access, IDS/IPS, air-gapping/isolation.

Charging Infrastructure Operators
use security measures, e.g., firewalls,
dedicated APNs (Access Point Name),
TLS encryption.

EVSE manufacturers and Service
Providers do not operate OT/lloT
networks
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Endpoint Devices
Security

Cloud Security

Data Encryption

General

Critical Systems

Every company uses Multi-Factor
Authentication  (MFA) for critical
systems’ access.

Measures

No common line is observed. Many
employ Endpoint Detection and
Response (EDR), TLS encryption, and
firewalls.

Endpoint Update

Endpoint devices’ software is kept up to
date. In case the update process risks
bricking the device (e.g., IoT devices),
the update are performed when strictly
necessary (i.e., new feature,
vulnerability patching).

Physical Access

Grid operators protect physical access
to their assets with physical security
measures in the critical facilities (e.g.,
Closed-circuit television (CCTV),
Uninterruptible power supply (UPS),
emergency power)

EVSE manufacturers remove debug
ports and general access to production
boards. Operative access control is
managed by the charging network.

EV-related data

Most Grid operators and Charging
Infrastructure Operators save EV-
related or end-user data

EVSE manufacturers save only data
that are non-GDPR-regulated

Security measures

Most of the data is protected by MFA
authentication and/or behind VPN.

General Data is encrypted at-rest and in-transit.
In-transit encryption is performed with
TLS 1.2 (mostly 1.3) and, in some cases,
IPSec.

OT/lloT TLS communication, when possible, is

widely used and EVSE manufacturers
mention that chargers are equipped with
Hardware Security Module (HSM).

Vehicle-to-Cloud & Vehicle-
to-Vehicle

Not applicable, yet, for most companies.

Logs are saved temporarily and
reviewed

4. Threat Intelligence & Risk Management

In Table 9, responses to threat intelligence and risk management categories are schematized.

In this section, in addition to differences due to the different industry segments, some

differences are also observed based on the company size.

Table 9 — Threat intelligence and risk management considerations.

Category

Subcategory

Information

Risk Assessment

General

Everyone conducts a security risk
assessment at least once a year.
In addition, some companies
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conduct risk assessments when a
manager requests it, or a new
asset is introduced.

Most of the partners actively
gather threat intelligence and
manage it using a Security
Information and Event
Management (SIEM), which is
employed for both IT and OT.

Threat detection is mostly
communicated to a minimised
audience via email or real-time
notifications.

Real-time notifications are mostly
employed for severe problems in
companies with a 24/7 security
operations center (SOC).

Threat Detection General
Notification
Vulnerability Management Process

Big companies have a structured
vulnerability management
process. Small companies rely on
third party solutions.

External Penetration Tests

Every medium/big  company
regularly executes external
penetration tests, usually once
every one or two years.

Third-Party Risk | Assessment

Management

In most of the companies, third-
party security assessments are
conducted periodically.

Requirements

All Grid operators and Service
Providers have security
requirements for suppliers. For
EVSE manufacturers and
Charging Infrastructure
Operators it depends on the case.

5. Incident response & business continuity

In Table 10, a schematized version of the responses to incident response and business

continuity topics is provided.

Table 10 — Incident response and business continuity considerations.

Category

Subcategory

Information

Incident Response Plan (IRP)

Incident Detection and
Management

Business Continuity and
Disaster Recovery

General

Almost every company has an
IRP updated periodically. The
majority (mostly medium/big
companies) have a specific one
for cyber incidents.

Response Time

Most of the companies has an
immediate response time to
severe issues.

General

82% of the companies,
including all Grid operators,
have a documented
cybersecurity IRP for business
continuity and disaster
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recovery. All of them update it
regularly.

IRP Testing The IRP testing activities
usually involve the internal
teams interested in the
simulated scenarios and, in
some cases, some third-party
company.

Post-Incident Analysis General All companies perform post-
incident analysis.

6. Data protection & privacy
Table 11 provides an overview on the data stored by companies and their usage and
protection. The results indicate the specific data requirements for each segment and outline

the corresponding data management practices.

Table 11 — Data protection and privacy considerations.

Category Information

Data Sensitivity Grid operators, Charging Infrastructure
Operators, and Service Providers store
comprehensive customer data.

Grid operators and EVSE manufacturers store
operational data and intellectual property data.

Data Classification At least 55% of the companies classify data
accordingly to sensitivity and criticality.
Personal Data Management Every company implement security measures for the

privacy of collected data, complying with GDPR.
Many companies have internal audits from legal
departments and specialists.

7. Ildentity & access management
Table 12 presents the common identity and access management practices between the

interviewed companies.

Table 12 - Identity and access management considerations.

Category Information

User Authentication The most common authentication measures are
MFA and Single Sign-on (SSO). Some
companies have a login process reachable only
on-site or remotely through a VPN.

Access Control On average, companies use Role Based Access
Control (RBAC) systems with the principles of
least privilege and segregation of duties.

8. Supply chain security
Supply chain is seen as a challenge by many companies and main reasons for this are

provided in Table 13 together with an overview on the current supplier management practices.
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Table 13 — Supply chain security considerations.

Category Subcategory Information

Supplier Assessment General Most of the companies assess cybersecurity
of the suppliers. Amongst them, the majority
has specific requirements for EV component
suppliers.

Criteria The main criteria in evaluating suppliers are:

e Used communication protocols

e Compliance with regulations and
security standards

e Track record

Third-Party Access Access Condition Generally, third parties have a restricted and
thoroughly logged access. Login is usually
through MFA and/or using a VPN. Some
companies use additional security

measures.
Security Incidents | General Almost all the interviewed companies notify
Notification partners for security incidents, at least if

requested. The partners to notify are chosen
depending on the entity and gravity of the
incident.

9. Future cybersecurity initiatives

In this section we gathered the partners’ take on the challenges and future directions on e-
mobility security (Table 14). Note that, in “Security Challenges” and “Technology Integration”,
we did not require the partners to agree on a specific item to list it as a challenge or future

direction.

Table 14 — Future initiatives considerations.

Category Subcategory Information

Investments General 64% of the companies, including all

grid operators, plan to increase

security investment in the coming

years.

Areas of Improvement e Cloud

e  Security awareness

e Compliance with regulations
and standards

New Technologies e Zero-trust architecture

e Al-based tools

Supply Chain General Many companies improve
collaboration with research projects
(e.g., AHEAD, ..) and close
partnerships.

Security Challenges Current Challenges Grid operators: Al technologies,
human risk, regulatory compliance,
supply chain.

EVSE manufacturers: Human risk,
regulatory compliance, supply chain.
Charging Infrastructure Operators:
loT low computation power (can allow
Man in the Middle (MitM)), RFID
security.
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Service Providers: Human risk,
threats due to geopolitical events.

Possible Improvements

Grid operators: Standardized security
protocols, better collaboration, clearer
regulations.

EVSE manufacturers: Standardized
security protocols, better collaboration,
clearer regulations.

Charging Infrastructure Operators:
Standardized  security  protocols,
stricter regulations.

Service Providers: Standardized
security protocols, stricter regulations.

Technology Integration Technologies

Grid operators: Al tools for detection
and/or predictive maintenance.

EVSE manufacturers: Al tools for

detection and/or predictive
maintenance, blockchain for secure
payment.

Charging Infrastructure Operators:
Al tools for detection and/or predictive
maintenance.

Service Providers: Al tools for
detection and/or predictive
maintenance, loT.

4.3. Takeaway

The questionnaire results revealed a general interest of the partners in cybersecurity,

specifically in general policies, IT security measures, threat intelligence and risk management.

Figure 14 shows the detailed level of responses for every subcategory of the questionnaire

with in green where most partners provided replies, and given replies were detailed; in grey

we highlight those areas where replies were not provided by all partners or there were no

details, but only high-level replies; yellow indicates intermediate cases. From Figure 15 we

can also notice that the partners are aligned in many processes, especially on policy &

strategy, incident response & risk management. It is also relevant to observe that in Figure 15

replies may differ due to company segment and company size.
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Figure 14 — Detail level of the responses for every subcategory of the questionnaire, green when
all provided detailed responses, yellow when approx. half provided detailed responses, grey when

low share of partners provided responses or responses were very general.

It is valuable to notice that most partners have well-documented security policies that are
regularly reviewed—usually on an annual basis. There is broad adherence to internationally
recognized standards such as ISO/IEC 27001 and IEC 62443, with some organizations also
aligning with domain-specific standards, when necessary. In terms of regulatory compliance,
the partners implement GDPR, NIS/NIS2, and, in some cases even DORA or other
regulations. Moreover, the use of technical measures such as firewalls, VPNs, MFA,
encryption both at rest and in transit is widespread, demonstrating that no company is

neglecting security.

Despite these strengths, there are inconsistencies and some areas of concern also highlighted
by the partners. For example, security training is well-tailored for grid operators, who have
role-specific training and simulations. This approach is likely a result of their extensive
experience in the industry. Although the training programs were probably developed
independently of e-mobility, they are highly relevant and applicable to the current challenges
within this field. In contrast, several companies in the other segments are newly established
and are implementing innovative business models that evolve alongside emerging training
protocols in the market. Finally, the questionnaire shows a wide range of suppliers’
assessment and third-party risk management practices, with different degrees of rigor. Among

the segments, grid operators show a more comprehensive approach to this process.
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Figure 15 — Discrepancy level in the responses for every subcategory. In green when most
partners had agreeing responses, in yellow if approx. half of partners had agreeing responses and

in grey if partners had different responses.

Constraints in loT security due to limited computational power, potential RFID vulnerabilities,
and inconsistencies in cloud security investments are an inherent challenge for e-mobility. In
this regard, many companies acknowledge the challenges and have already planned
investments in advanced technologies such as Zero-trust architectures and Al-driven threat

detection, since both these technologies can mitigate the security problems and many others.

As also observed in the literature review in previous chapters, the questionnaire also
highlighted the usage of many custom communication protocols, instead of few thoroughly
reviewed standards. While proprietary protocols may address specific needs, they often bring
a higher security risk. Consequently, various partners have identified this as a significant

consideration for the future, emphasizing the necessity for enhanced standardization.
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5.REQUIREMENTS, RECOMMENDATIONS, &
GUIDELINES

This chapter emphasizes the security needs, suggestions, and guidelines for both IT and

employees within the e-mobility ecosystem, based on insights gained from the literature

review and questionnaire carried out in the previous chapters.

The most accepted guidelines and best practices to ensure IT security are presented.
Although the primary responsibility for safeguarding a company falls on the IT and
cybersecurity departments, the successful implementation of technical security depends on

growing a security-aware culture throughout the organization, which includes all employees.

In addition, although much of the security responsibility falls on the companies directly
involved in the EV charging process, all stakeholders in e-mobility should always follow the

recommendations to support the entire ecosystem.

The recommendations are summarized below and divided into IT, employees, and

stakeholder recommendations.

5.1. IT Security Recommendations

Table 15 presents high-level recommendations and guidelines for IT security, derived from a

combination of literature review [76], [77], [78] and responses from the questionnaire.

Table 15 — IT security recommendations and guidelines.

Guideline Details
Endpoint protection Use security measures (e.g., EDR, firewall, and such) to protect the
endpoints

Least privilege principle
Remove unused accounts

Monitor the system
Control the Access
Segment the infrastructure

Encrypt communications
and data at-rest
Enforce MFA

Frequently apply security
patches

Security awareness training

Grant only the rights necessary for a specific task and no more.

An unnecessary account is a possible entry point for an attacker.
Eliminate an account as soon as it becomes useless.

Watch the system for anomalies and collect logs

Control digital and physical access to assets

Divide networks into zones to restrict lateral movements. Consider
zero-trust models.

Protect both at-rest and in-transit data against confidentiality and
integrity threats.

Enforce MFA to provide an additional layer of security beyond the
password authentication.

Regularly update operating systems, software, and firmware to
minimize vulnerabilities and protect against emerging threats.

Implement continuous training sessions for all employees to recognize
social engineering attacks and to follow security best practices.
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Regular backups Conduct routine backups of critical data and test recovery procedures
to ensure business continuity in the event of data loss or ransomware
attacks.

5.2. Employees Recommendations

Table 16 — Employees recommendations and guidelines.

Guideline Details

Use a password manager The usage of a password manager can allow the user to store strong
passwords, thereby reducing the likelihood of security breaches
caused by weak or reused passwords.

Use MFA Use MFA to provide an additional layer of security beyond the
password authentication.

Regularly update work Regularly update the devices’ OS and software employed for work to
devices protect against emerging threats.

Security aware behaviour Take part in security awareness trainings

Regular backups Conduct routine backups of critical data and test recovery procedures
to ensure business continuity in the event of data loss or ransomware
attacks.

5.3. Stakeholders Recommendations

Beyond general IT and employees’ recommendations, we also gather those for the most

involved stakeholders as follows.

Utility companies should segment their networks to ensure that the e-mobility ecosystem is
isolated from other critical systems, minimizing the risk lateral movement. They should invest
in real-time monitoring tools to detect and respond to suspicious activity (e.g., IDS, IPS). In
addition, it is highly encouraged for them to implement a strict access control system to restrict
unauthorized access to critical systems and ensure only authorized personnel can make

changes to operational infrastructure.

EVSE manufacturers need to maintain ongoing threat monitoring efforts to ensure the
security of both EVs and EVSE infrastructure. They should also cooperate with car
manufacturers to be able to support the EV plug charger security, as well as implement
measures such as endpoint protection, encryption, and secure over-the-air (OTA) updates in

line with available standards.

Charging Infrastructure Operators — CPO, CPMS, and EMP — should support the
securement of EVSE hardware and the data transfers between charging stations and backend
system. Regarding data, they must enforce strict access control to ensure that only authorized

personnel can access the critical infrastructure and the customers’ data. They need to keep
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close collaboration with EVSE manufacturers to quickly update the hardware and software
components. Furthermore, they should guarantee safe payment protocols by implementing
industry-standard encryption and adhering to regulatory compliance (such as EMV (Europay,

Visa and Mastercard technology solution)).

Government and regulatory bodies should develop and enforce comprehensive
cybersecurity standards and guidelines that address the entire EV supply chain. They should
also raise EV owners’ security awareness, helping them protect themselves and the whole

system.

Finally, EV owners should keep their vehicle software updated to protect against known
vulnerabilities. They are also advised to use only trusted and secure charging stations and

pay attention to the privacy settings in both the car and the mobile applications.

54. Further remarks

This chapter outlined both the current e-mobility ecosystem security measures and the current
security recommendations and guidelines in the field. However, recommendations and
guidelines were a minor focus of Task 5.1, as the guidelines will be further investigated in the
next steps of the project, with research on possible mitigations and guidelines given a
comprehensive threat model. This chapter provides an initial identification of the areas in

which the e-mobility infrastructure diverges the most from an ideal scenario.

Regarding the employee’s authentication to the company systems, stakeholders in e-mobility
implement Multi-Factor Authentication (MFA), which is often enforced for every access, even
low-criticality systems. While providing secure authentication methods to employees is
essential, it is equally crucial to educate them about the potential risks to the company if
cybersecurity is not prioritized. Companies recognize the importance of security awareness
training, which is mandated for all employees. However, there remains a segment within e-
mobility that could be further developed with more specific role-based training for positions of
high criticality. While recommendations can advocate for such training, smaller companies
may be challenged by the availability of necessary resources or technical expertise to execute
these initiatives. This is however a concern that is not only limited to e-mobility but extends to

other industries as well.
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6. NEXT STEP - THREAT MODELLING

To understand the possible attacks and challenges the e-mobility ecosystem may encounter,

the next step is to conduct a threat modeling analysis considering the learnings from the
previous chapters. Threat modelling is a systematic method for discovering security risks and
developing solutions for applications, systems, or networks. It delivers a security-based view
of applications and their environments which enables organizations to predict possible threats
as well as vulnerabilities and attack paths [79]. In e-mobility, the integration of cloud systems
and loT devices along with payment solutions and V2G communication turns EV charging
networks into prime targets for cyberattacks. Therefore, this chapter will provide an overview
of the threat modelling process and methodology, which will represent a starting point to the

task 5.2 of the AHEAD project, where a threat model will be carried out.

6.1. Generic Threat Modelling Process

Several methods exist for conducting threat modelling which leads to variations in the steps

for each approach. A systematic methodology for threat detection and resolution is shown in
Figure 16 [80].

Understand System Architecture *Begin by mapping system components and interactions
Identify Critical Assets eDetermine which assets are vital for protection
Identify Potential Threats eAssess potential threats using various techniques

Assess Risk of Identified Threats eEvaluate the likelihood and impact of threats

Implement Countermeasures e Apply security measures to mitigate risks

Figure 16 — A generic approach to threat modelling.

The first step is to understand the system architecture, including scope and dependencies. An
architectural diagram is usually developed to display entities and data flows. The second step
is to identify critical assets for protection after understanding the system architecture. Critical
assets include software, hardware, cloud infrastructure, and sensitive data like customer
records and intellectual property. Human assets, such as employees and privileged users, are
also important due to insider threats. In cloud environments, asset identification is complex
due to unclear ownership. The third step is to identify potential threats and vulnerabilities to
the system security. This is done by using techniques like reviewing past incidents and
resources such as OWASP Top 10 or MITRE ATT&CK, along with automated tools, to identify

risks. Adversary modelling simulates attacker behaviour to predict strategies, helping detect
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exploitable vulnerabilities that could compromise security or disrupt operations.
Understanding potential threats allows organizations to develop proactive strategies and
mitigate risks. The fourth step is to assess the risk of identified threats. Risk evaluation
involves assessing the likelihood and severity of threats, and for doing this there are different
methods: OWASP Risk Rating Matrix, SWIFT Analysis, automated tools. Active testing, such
as penetration testing and security audits, reveals real-world vulnerabilities. By assigning risk
levels to threats, organizations can prioritize security actions and allocate resources
effectively, preventing major incidents by addressing high-priority threats first. Finally,
countermeasures for high-risk threats are the last step in threat modelling. Security controls
vary based on identified risks: Organizations can for example prevent attacks with firewalls,
antivirus software, and intrusion detection systems; with encryption, multi-factor
authentication, and access controls the damage from incidents can be reduced; Effective

incident response plans are crucial for detection, containment, and recovery.

6.2. Threat Modelling Frameworks

Various threat modelling techniques [81] exist and provide unique methods to discover and
address potential security vulnerabilities. We are here providing an overview of some of the
well-known frameworks like STRIDE, DREAD, PASTA, and MITRE ATT&CK, and that have
already been discussed in the literature in relation to e-mobility. Although we are presenting
these frameworks, the work activities of Task 5.2 of the AHEAD project will not be limited to

these cases if others are deemed more pertinent.

6.2.1. DREAD Framework

The DREAD risk assessment model can be used for evaluating security threats to determine
and prioritize vulnerabilities in charging infrastructure. It uses a scoring system to measure
risk levels associated with various threats. The acronym DREAD stands for each step (each

rated on a scale from 0 to 10) of the risk assessment:

o Damage (D): Vulnerabilities to charging infrastructure can cause varying damage,
including service disruption, financial losses, and reputational harm. Major failures can

leave EV users powerless, increase repair costs, and undermine public trust in the sector.

¢ Reproducibility (R): This measures how easily attackers can replicate exploits, for

example automatable attacks pose greater risks and have higher scores.

o Exploitability (E): This assesses the likelihood of successful attacks, influenced by exploit

accessibility and skills required. Weak authentication increases risk.
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o Affected Users (A): This evaluates the vulnerability impact on EV users and charging

stations, with higher scores for widespread disruptions.

¢ Discoverability (D): This measures how easily vulnerabilities can be detected, influenced

by visibility and detection tools. Higher scores indicate easier discovery.

6.2.2. PASTA Framework

The Process for Attack Simulation and Threat Analysis (PASTA) is a risk-driven threat
modelling approach that combines business objectives with technical needs to perform

extensive risk assessments of possible threats. It consists of seven stages [82], [83], which
are summarized in Figure 17.

Align protective measures with service reliability,
customer data security, safety payment, grid integrity.
Security must comply with standards to minimize risks.

Define
objectives

Technical scope of e-mobility includes all the entities in
the mapping defined in previous chapters. Each element
has distinct security needs and vulnerabilities.

Define technical
scope

E-mobility requires analysis of user roles, permissions,
asset distribution, and data flow. The mapping defined in
this deliverable helps to identify system vulnerabilities.

Application
decomposition

Identify threats to EV charging, e.g., unauthorized access,

Threat analysis man-in-the-middle attacks, malware, etc.

After threats identification, analyse system weaknesses,
e.g., insecure authentication, unencrypted
communication.

Vulnerability
EREISHS

Attack
modelling &
simulation

Evaluate vulnerabilities through attack modelling and
simulation testing. Map attack routes to an attack tree.

Risk & impact Assess the business impact of threats and priotizing risk
EREISS mitigation.

Figure 17 — Pasta Framework steps.

6.2.3. STRIDE Framework

STRIDE is a threat modelling framework developed by Microsoft to identify and categorize
potential security threats in software systems [84]. It helps security teams analyse risks and

design countermeasures accordingly. Each letter in STRIDE represents a different category
of security threats (Figure 18).
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Figure 18 — STRIDE framework cyber threats categories.

6.2.4. MITRE ATT&CK

MITRE ATT&CK stands for MITRE Adversarial Tactics, Techniques, and Common Knowledge
[85]. The MITRE ATT&CK knowledge base provides public access to documented adversary
methodologies and procedures derived from actual threat observations. MITRE ATT&CK
divides threats into categories, which includes APTs (Advanced Persistent Threats) while
offering detailed analysis of attacker motivations and specific target profiles as well as their
methods of attack. The Defense plans for critical infrastructure against cyber threats are
provided by each TTP (tactics, techniques, and procedures) which helps organizations in

predicting and preventing further attacks after an initial breach.

6.3. Comparison Between Threat Modelling Frameworks

Cybersecurity threat modelling frameworks like the ones provided above serve different

purposes through their distinct approaches, complexity levels, and risk prioritization methods:

- DREAD has a quantitative risk-scoring model to evaluate threats through their potential
impact, but it does not support threat simulation capabilities, thus it is better suited for
risk assessments than proactive security measures.

- PASTA is used in businesses with a risk-driven and business-focused structure that
supports attack simulations and real-world threat modelling for compliance and
security testing.

- STRIDE offers simplicity in use but lacks the ability to prioritize risks and provide
insights specific to adversaries, making it ideal for conducting security reviews in
software development.

- MITRE ATT&CK framework is a model based on adversary behaviours to track actual

attack techniques along with their tactics and procedures. It provides full support for
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threat hunting operations and red team assessments, but this results on being highly

comprehensive and complex for implementation.

Table 17 provides a comparison between the threat modelling frameworks.

Table 17 — Comparison between PASTA, DREAD, STRIDE, and ATT&CK threat modelling [86].

Aspect PASTA DREAD STRIDE ATT&CK

Year 2015 2002 1999 2013

Organization VerSprite Microsoft Microsoft MITRE

Corporation

Approach Risk-driven, Risk scoring | Threat-category- Adversary
business-oriented, | model for threats | based checklist for | behaviour-
attack simulation based on | security based threat

severity vulnerabilities intelligence
framework

Complexity High (7-step | Medium Low (Straightforward | High (Detailed -
structured (Quantitative risk | classification) TTPs)
process) scoring)

Focus Real-world attack | Prioritizing Categorizing threats | Mapping
simulation, threats by | by security principles | adversary
business impact severity behaviour to

attack
techniques

Risk Business impact | Quantitative No built-in | Threats

Prioritization and likelihood of | ranking based | prioritization prioritized
exploitation on DREAD based on

factors observed
adversary
tactics and
techniques

Threat Yes No No Yes

Simulation

Methodology 7 structured Risk scores (0- | Six threat Evolving

Steps steps 10 scale) categories attacker TTP

knowledge
base

Best Use Case Enterprise Risk-based Quick security threat | Cyber  threat
security, threat identification in | intelligence,
compliance-driven | assessment in | software adversary
organizations, existing systems | development emulation, and
real-world attack proactive
modelling defence

strategies

Ease of Use Requires Requires Simple for | Requires
expertise in risk | subjective developers and | expertise;
and attack | judgment security teams extensive
modelling knowledge

base provided
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7.CONCLUSIONS

The e-mobility ecosystem is a complex Cyber-Physical-Social system that requires a security

architecture, integrating physical, cyber, and social components. This study created a
comprehensive overview of the existing ICT infrastructure, emphasizing the key players within
the e-mobility ecosystem, including stakeholders, physical infrastructure, standards and

protocols, as well as IT security.

Initially, the stakeholders were examined, categorized, and summarized into segments: EV
users, charging infrastructure operators, EV-related entities, technology providers, electrical

grid entities, policy and regulatory bodies, and influencing stakeholders.

Next, the physical infrastructure was defined by identifying the involved components, which
include: EVs with batteries, electric vehicle supply equipment, grid infrastructure, and data
centers, servers, and networking devices. Additional components that may be included are
buildings, residences, battery systems, and renewable energy production sources, such as

photovoltaic systems and wind turbines.

Following this, an investigation into the IT infrastructure was conducted. IT security, guided by
the CIA framework (Confidentiality, Integrity, Availability), safeguards digital information
against cyber threats. E-mobility cybersecurity tackles vulnerabilities present in
interconnected systems, necessitating strong defences against potential attacks on both

physical and digital elements.

The IT infrastructure comprises the following components. First, the backend system supports
functionality, communication, and user experience while managing data processing, storage,
and business logic. Second, networking and connectivity links EVs, charging infrastructure,
and external systems, emphasizing communication rather than data processing. Third, data
management includes collection, processing, anonymization, access, and storage. Within e-
mobility, data can be gathered from various components, including vehicles, users, charging
infrastructure, grid, local components, and external APIls. Fourth, frontend interfaces are
mobile applications, web portals, and customer support tools. Fifth, standards and protocols

play a crucial role to standardize communication among devices, software, and stakeholders.

Key communications between EVs, chargers, and backends are facilitated through data
exchanges and connectivity: ISO 15118 and DIN SPEC 70121 are essential for EV-charger
communication, with ISO 15118 enabling advanced functionalities like Plug&Charge and
vehicle-to-grid (V2G) capabilities. OCPP governs the communication between chargers and

backends, with continuous updates to enhance functionality.
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Regarding security standards, the EU’s GDPR and ePrivacy Directive regulate data privacy,
while ISO/IEC 27001 and SOC 2 offer frameworks for managing information security and

NIS-2 Directive strengthens cybersecurity.

However, as we explore smart charging and vehicle-to-x technology, new security challenges
arise due to the growing number of stakeholders and physical infrastructure involved, leading

to an increased demand for data exchange and control.

This deliverable also shifted from theory to empirical study of ICT infrastructure security
considering the ongoing cybersecurity practices and challenges from different segments of
the e-mobility ecosystem identified in the first part of the deliverable. Information was collected
through a structured questionnaire for industry partners to gather insights into ongoing security

implementations, challenges, and compliance.

Large interest on cybersecurity, focusing on policies, IT security, threat intelligence, and risk
management was observed. It was observed that stakeholders are generally aligning on
policy, incident response, and risk management, though differences exist by segment and
size. Most partners maintain well-documented, annually reviewed security policies and adhere
to standards like ISO/IEC 27001 and IEC 62443. Based on stakeholders’ involvement,
regulatory compliance includes also GDPR and NIS/NIS2, with widespread use of security

measures such as firewalls, VPNs, MFA, and encryption.

Security training is widespread, with many companies conducting phishing simulations.
However, the depth and subjects of training vary from one company to another. For instance,
grid operators provide comprehensive security training, likely reflecting their industry size and
experience. Indeed, while this training is relevant to e-mobility challenges, it is likely developed
independently. In contrast, newer companies are embracing innovative business models while

also creating and implementing their training protocol.

Threat intelligence and risk management practices were detailed, with all organizations
performing annual risk assessments and regularly updating their incident response plans. The
assessment and management of suppliers differ; grid operators impose stringent security

measures on vendors, whereas other sectors provide less information.

Future plans suggest that the majority of companies intend to boost security investments,
concentrating on areas such as cloud security and emerging technologies, including zero-trust
architecture and Al tools. The questionnaire indicated the implementation of custom
communication protocols, which, although tailored to specific requirements, introduce greater

security risks, underscoring the necessity for enhanced standardization.
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The results may not be entirely generalizable because the participation of companies is limited

and does not include all stakeholders in the e-mobility ecosystem. Nonetheless, key findings

highlight challenges and serve as a basis for comparison with literature.

A few major recommendations for enhancing security are here summarized:

e |T Security: Use endpoint protection, apply least privilege, remove unused accounts,

monitor for anomalies, encrypt data, enforce MFA, apply security patches, provide

security training, and conduct backups.

o Employees: Use password managers and MFA, keep devices updated, engage in

security awareness, and conduct backups.

e Stakeholders:

o

Utility companies: Segment networks and invest in monitoring.

EVSE manufacturers: Maintain threat monitoring and implement secure over-
the-air updates.

Charging operators: Secure data transfers and enforce access controls.
Government: Develop cybersecurity standards and raise EV owner awareness.

EV owners: Keep software updated and use secure charging stations.

While few security measures were discussed, detailed guidelines will be explored in future

phases of the AHEAD project. The deliverable also ends with a summary of threat modeling

techniques, which will be further explored in Tasks 5.2 and 5.3. In these tasks, we will develop

a threat model for the e-mobility ecosystem by taking into account the mapping of ICT

infrastructure outlined in this document, enabling us to formulate additional recommendations

for e-mobility stakeholders.
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9. GLOSSARY
Acronym Full name
API Application Programming Interface
APN Access Point Name
BESS Battery Energy Storage System
BMS Battery Management System
BRP Balance Responsible Party
BSP Balance Service Provider
CAN Controller Area Network
CCS Combined Charging System
CHAdeMO CHArge de MOve (protocol)
COSEM Companion Specification for Energy Metering
CPMS Charging Point Management System
CPO Charging Point Operators
CSO Charging Station Owners
CTv Closed-circuit Television
DFD Data Flow Diagram
DLMS Device Language Message Specification
DORA Digital Operational Resilience Act
DSO Distribution System Operator
EDR Endpoint Detection and Response
eMIP e-Mobility Interoperation Protocol
EMP E-mobility Provider
ePD ePrivacy Directive
EV Electric Vehicle
EVSE Electric Vehicle Supply Equipment
GDPR General Data Protection Regulation
HMI Human-Machine Interface
HSM Hardware Security Module
HSTS HTTP Strict Transport Security
HTTPS Hypertext Transport Protocol Secure
laaS Infrastructure as a Service
ICT Information and Communication Technology
IDS Intrusion Detection System
IloT Industrial Internet of Things
loT Internet of Things
P Internet Protocol
IPS Intrusion Prevention System
IRP Incident Response Plan
IT Information Technology
JSON JavaScript Object Notation
LAN Local Area Network
LIN Local Interconnected Network
MCS Megawatt Charging System
MFA Multi-Factor Authentication
MitM Man-in-the-Middle
MQTT MQ Telemetry Transport
NIS/NIS-2 Network and Information Security Directive
OCHP Open Clearing House Protocol
OCPI Open Charge Point Interface
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OCPP Open Charging Point Protocol

OEM Original Equipment Manufacturer

OICP Open Intercharge Protocol

OpenADR Open Automated Demand Response

oS Operating System

OSCP Open Smart Charging Protocol

oT Operational Technology

OTA Over-the-air

P2P Peer-to-peer

PaaS Platform as a Service

PCI DSS Payment Card Industry Data Security Standard

PKI Public Key Infrastructure

PLC Power Line Communication

PSP Payment Service Provider

PWM Pulse Width Modulation

RBAC Role Based Access Control

RES Renewable Energy Sources

RFID Radio Frequency Identification

SaaS Software as a Service

SCADA Supervisory Control and Data Acquisition

SIEM Security Information and Event Management

SOC Security Operations Center

SOC2 System and Organization Controls 2

SSL Secure Sockets Layer

SSO Single Sign-on

TCP Transmission Control Protocol

TISAX Trusted Information  Security = Assessment
Exchange

TLS Transport Layer Security

7SO Transmission System Operator

UPS Uninterruptible Power Supply

V2B Vehicle-to-building

V2G Vehicle-to-grid

V2H Vehicle-to-home

V2L Vehicle-to-load

Va2X Vehicle-to-everything

VPN Virtual Private Network
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10. APPENDIX

AHEAD Work Package 5: Cyber-security questionnaire

Questions

1. General Information

Company
overview

Cybersecurity
Leadership &
Responsibility

Responses

Name of the company:

Industry segment within the EV value chain (e.g., battery manufacturing,
charging infrastructure, vehicle assembly, software development, etc.):

Number of employees:

Does your company operate globally? If yes, specify key regions.

Who is responsible for cybersecurity within your organization (e.g., CIO,
CISO, IT Manager)?

Does your company have a dedicated cybersecurity team?

How many staff are dedicated to cybersecurity functions?

2. Cybersecurity Policy & Strategy
A. Company data protection policies (what do people do with downloaded / local data, how are computers,
phones and other personal storage being protected and secured etc.)

Security
Policies and
Standards

Governance &
Compliance

Compliance
audits

Cybersecurity
Awareness &
Training

Phising and
social
engineering

Does your company have documented cybersecurity policies and
procedures?

Are these policies reviewed and updated regularly? If yes, how often?

Which cybersecurity standards (e.g., ISO 27001, NIST, IEC 62443) are
implemented in your organization?

Are cybersecurity governance practices aligned with the company’s
business strategy?

Which regulations (e.g., GDPR, NIS, CCPA) does your organization
comply with regarding cybersecurity?

How frequently do you conduct internal or external audits of your
cybersecurity practices?

Which specific audits for components, software or other products do you
conduct?

Does your company conduct regular cybersecurity training for employees? If
so0, how frequently?

Is cybersecurity training tailored for employees involved in specific functions
(e.g., R&D, manufacturing, software development)?

Do you share guidelines with employees? If yes, what are they about?

Does your company conduct simulations for phishing or social engineering
attacks? If so, how often?

How are employees encouraged to report suspected cybersecurity issues?

B. API endpoint protocols and protection

Security
Policies and
Standards

Governance &
Compliance

Does your company have documented cybersecurity policies and
procedures?

Are these policies reviewed and updated regularly? If yes, how often?

Which cybersecurity standards (e.g., ISO 27001, NIST, IEC 62443) are
implemented in your organization?

Are cybersecurity governance practices aligned with the company’s
business strategy?

Which regulations (e.g., GDPR, NIS, CCPA) does your organization
comply with regarding cybersecurity?
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Compliance How frequently do you conduct internal or external audits of your
audits cybersecurity practices?
Which specific audits for components, software or other products do you
conduct?

C. Ul protocols and protection
Security Does your company have documented cybersecurity policies and

Policies and procedures?

Standards Are these policies reviewed and updated regularly? If yes, how often?

Which cybersecurity standards (e.g., ISO 27001, NIST, IEC 62443) are
implemented in your organization?

Governance & Are cybersecurity governance practices aligned with the company’s
Compliance business strategy?

Which regulations (e.g., GDPR, NIS, CCPA) does your organization
comply with regarding cybersecurity?

Compliance How frequently do you conduct internal or external audits of your
audits cybersecurity practices?
Which specific audits for components, software or other products do you
conduct?

D. Data vault procedures and protocols

Security Does your company have documented cybersecurity policies and
Policies and procedures?
Standards Are these policies reviewed and updated regularly? If yes, how often?

Which cybersecurity standards (e.g., ISO 27001, NIST, IEC 62443) are
implemented in your organization?

Governance & Are cybersecurity governance practices aligned with the company’s
Compliance business strategy?

Which regulations (e.g., GDPR, NIS, CCPA) does your organization
comply with regarding cybersecurity?

Compliance How frequently do you conduct internal or external audits of your
audits cybersecurity practices?
Which specific audits for components, software or other products do you
conduct?
E. GDPR Legal

Security Does your company have documented cybersecurity policies and

Policies and procedures?
Standards Are these policies reviewed and updated regularly? If yes, how often?

Which cybersecurity standards (e.g., ISO 27001, NIST, IEC 62443) are
implemented in your organization?

Governance & Are cybersecurity governance practices aligned with the company’s
Compliance business strategy?

Which regulations (e.g., GDPR, NIS, CCPA) does your organization
comply with regarding cybersecurity?

Compliance How frequently do you conduct internal or external audits of your
audits cybersecurity practices?
Which specific audits for components, software or other products do you
conduct?

3. Cybersecurity Infrastructure & Technology

Network Do you operate Corporate/Office/IT networks? If yes, which network security
Security measures are in place (e.g., firewalls, intrusion detection/prevention
systems, VPNs)?
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Do you operate Cloud networks or communication? If yes, which network
security measures are in place?

Do you operate OT/1loT/SCADA/Substations networks? If yes, which network
security measures are in place?

Do you operate any other network type, or do you handle network security
measures that were not mentioned before?

Do you use multi-factor authentication for critical systems access?

Endpoint What measures are in place to secure endpoint devices (e.g., mobile
Security devices, loT sensors, EV components)?

Is device firmware updated regularly to mitigate vulnerabilities?

Is physical access to assets (also geographically distributed ones, e.g., EV
charging stations) managed and/or protected?

Cloud Security | Doyou use cloud services to store or process data related to EV components
or user data?

What cloud security measures are in place (e.g., encryption, access control,
data backup)?

Data Is data encryption used for data at rest? If yes, what encryption standards are
Encryption followed?

Is data encryption used for data in transit? If yes, what encryption standards
are followed?

Only if relevant to your company, is data encryption used for
OT/1loT/SCADA/Substations networks communication? If yes, what
encryption standards are followed?

How are encryption keys managed and stored?

How do you handle data security and privacy concerns related to vehicle-to-
cloud and vehicle-to-vehicle communication?

General Are Audits/Logs/Events stored, reviewed, and maintained? For how long?

4. Threat Intelligence & Risk Management

Risk How often are cybersecurity risk assessments conducted?
Assessment What are the primary cybersecurity threats you identify in the EV sector?
Threat Does your company actively gather threat intelligence relevant to the EV
Detection & industry?

Monitoring Which tools and techniques are used for threat monitoring (e.g., SIEM, threat
intelligence platforms)?

How is the detection and monitoring of threats handled for both IT and OT
(Operational Technology) systems?

How are new or emerging threats communicated to relevant teams?

Vulnerability | |sthere a structured process for identifying and patching vulnerabilities? If
Management | yes, please describe.

Are regular penetration tests and vulnerability assessments conducted?

Third-Party How does your organization assess and manage cybersecurity risks in third-
Risk party partnerships?

Management | Are suppliers or vendors required to meet specific cybersecurity
requirements?

5. Incident Response & Business Continuity

Incident Does your organization have a documented incident response plan for cyber
Response Plan | incidents?
(IRP) How often is the IRP tested or updated?
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AHEAD

Incident
Detection and
Management

Business
Continuity and
Disaster
Recovery

Post-incident
analysis
6. Data Protectio

Data sensitivity

How quickly can your organization detect and respond to cyber incidents?

describe briefly.

Have you faced any major cyber incidents in the last 6 months? If yes, please

Have you faced any major cyber incidents in the last 12 months? If yes,
please describe briefly.

Have you faced any major cyber incidents in the last 24 months? If yes,
please describe briefly.

Do you have a documented incident response plan specifically for
cybersecurity incidents?

How often is this plan tested, and who is involved in these tests?

Are backup and recovery systems in place, and how often are they tested?

After an incident, do you conduct a post-incident analysis to improve future
response measures?

n & Privacy

What types of sensitive data does your company handle (e.g., customer
data, operational data, intellectual property)? Please also specify the
datatypes (e.g., name, address, phone number, etc.)

Are there specific data protection measures for sensitive data related to EV
components or customers?

Data

Does your organization classify data according to sensitivity and criticality?

Classification

How are sensitive or confidential data protected?

Personal Data
Management

Are privacy protections in place for any personal data collected (e.g., driver
data, charging station user data)?

How does your organization ensure compliance with data protection
regulations like GDPR?

Data access

What access control measures are in place for critical data and systems?

control

Is access to sensitive data monitored and logged?

7. Identity and Access Management (IAM)

User
authentication

What authentication methods are in place for accessing critical systems
(e.g., multi-factor authentication, single sign-on)?

How do you handle identity verification for external suppliers or partners in
the EV value chain?

Access control

What access control policies do you have for different roles within your
company?

Are there specific access controls for developers working on EV-related
technologies or infrastructure?

8. Supply Chain Security

Supplier
assessment

Do you assess the cybersecurity practices of your suppliers or partners
within the EV value chain?

What criteria do you consider in evaluating supplier cybersecurity?

Third-party

How is third-party access to your systems managed and monitored?

daccess

Are there specific security requirements for EV. component suppliers or
software providers?

Security

Do you notify partners of security incidents?

Incidents
Notification

If yes, how do you choose the partners to notify and the level of detail of the

information to provide?

9. Future Cybersecurity Initiatives
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Investments in | Does your organization plan to increase investments in cybersecurity
cybersecurity | technologies in the next 1-2 years? If yes, which areas?

Are there plans to adopt any emerging cybersecurity technologies, such as
Al-driven threat detection, blockchain, or zero-trust architecture?

Supply chain | What future initiatives are planned to enhance cybersecurity across the EV
security supply chain?

Are collaborative cybersecurity initiatives being pursued with partners within
the EV ecosystem?

Cybersecurity | What are the biggest cybersecurity challenges currently faced by your
challenges organization?

What improvements would you like to see in industry standards or
regulations regarding EV cybersecurity?

Technology What emerging technologies (e.g., Al, loT, blockchain) are integrated into
integration your EV-related processes?

What security challenges are associated with these technologies in your
operations?

10. Additional comments

Is there anything else you would like to share about your cybersecurity
practices, challenges, or concerns in the EV sector?
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